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1. Introduction

Proper and intended usage

The Router is intended for use in industrial (IP20) environments. It is equipped with Ethernet interface ports
and is used solely for connecting components within a network.

By connecting network components, the Router enables network nodes to exchange data. The Router also
allows an industrial IP network to access the Internet via an external DSL modem (via PPPoE). The Router is
responsible for routing IP packets between an industrial network and an external network (such as the Inter-
net). Internet access is automatically activated when needed. The Router can be configured on-site using an
IP network on both Ethernet ports (LAN or WAN).

The Router has implemented extensive security standards to enable different networks to work together
smoothly

Additionally VPN (virtual private network) connections can be used to connect the Router as a VPN-Client or
a VPN-Server with other VPN devices.

2. Package Checklist
Models IE-SR-2GT-LAN and IE-SR-2GT-UMTS/3G
1 x Industrial Security Router (IE-SR-2GT-LAN or IE-SR-2GT-UMTS/3G)
1 x 3-pin connector for power supply

2 x 4-pin connectors for special digital inputs and output signals (Alarm, CUT, VPN)
1 x Ethernet cable ( Length 1 m, Color red)
1 x Hardware Installation Guide

Additional for model IE-SR-2GT-UMTS/3G (with an additional 3G modem)
1 x antenna for mobile connection

If any of these items are missing or damaged, please contact your customer service representative for assis-
tance.
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3. Safety instructions

Warning

- Using the selected device for purposes other than those specified or failure to
observe the operating instructions and warning notes can lead to serious malfunc-
tions that may result in personal injury or damage to property.

- If this product malfunctions, it is no longer possible to predict the behaviour of
‘Q neighbouring networked facilities and their connected devices. Personal injury and
property damage can occur as a result of malfunctions. Only carry out changes to
the settings when you are certain of the consequences such changes will have on
all connected networks, facilities and devices.

- Personal injury and property damage can occur as a result if this product is used
improperly. Adjustments and setting changes to this product should only be carried
out by sufficiently qualified personnel.

Caution

- This device is designed only for an operating voltage range from 7 to 36 V DC. Do
not use a higher voltage; this could destroy the Router and other devices.
- The Security Router does not have an on/off switch. The operating voltage must
be switched on by the facility in which the device is integrated.

Caution

You should activate and synchronise the time server or set the system time manu-
ally if you are using certificates in virtual private networks (VPNSs) or simple network
management protocol (SNMP). An inaccuracy in the system time can cause the
virtual private network (VPN) to malfunction.

You should synchronise the system time with a time server after each Router re-
boot and after you load the default settings. Or you can set the system time manu-
ally.

Caution

- The default system access information for the Security Router is included in this
document. Unauthorized individuals can use this access data to gain access to the
Router's web browser and cause damage. Be sure to change these system default
access settings.

- Some services may be blocked by a firewall. You may need to deactivate the
firewall. By deactivating the firewall, the PC is no longer protected against viruses
or other attacks. Only deactivate the firewall when your PC is sufficiently protected
by other measures.

- A single port can only properly execute one service. If multiple services are as-
signed to a port, the port can no longer execute any service. Be sure to assign only
one service to any port.
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- The IP protocol reserves certain IP address ranges for special purposes (such as
multicasting). Do not assign IP addresses in the range from 127.0.0.0 —
0 127.255.255.255 or 224.0.0.0 — 255.255.255.255.

- This device is intended for use in applications as described in the operating in-
structions only. Using this device in non-approved applications will lead immedi-
ately to the expiration of all guarantee and warranty claims on the part of the op-
erator against the manufacturer.

4. Mounting the device

Caution

- This device is designed only for a operating voltage range from +7 to 36 VDC. Do
not use a higher voltage; this could destroy the Router and other devices.

- Connecting plugs should never be connected or disconnected from electrical de-
vices if they are carrying a live load. Be sure to first disconnect all poles of the plug.
Remember to disconnect all plugs from the Router before it is installed or removed.

- Electrical devices should not be installed or removed during operations. Never
install or remove the Router while it is running.

Caution

- It is important to provide sufficient clearance between devices which cause strong
electromagnetic interference (such as frequency converters, transformers or motor
regulators). The clearance gap between such devices and the Router should be as
wide as possible. The Router can be further shielded by using a mu-metal partition.

- The Router is designed to be mounted on a top-hat rail that is compliant with the
EN 50022 standard. This Router will not have a secure mount if any other type of
rail is used. Use a top-hat rail that complies with the EN 50022 standard. Be sure to
observe the mounting information provided by the manufacturer.

- A minimum of 2 inch (5 cm) gap should be kept between the Router and
o neighbouring devices from the top and bottom. This will ensure that the Router is

sufficiently ventilated and prevent induction from developing.

- The top-hat rail should be located in a horizontal position along the vertical rear
wall of the electrical cabinet. This ensures that the Router can be adequately venti-
lated from below to above.
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DIN-rail mounting:

Insert the top of the DIN-rail clip behind the upper edge of the DIN-
rail (1). Then open the latch at bottom of the device by using a flat-
bladed screwdriver and fix the device on the DIN-rail by gently
pressing on the bottom (2).

To remove the Router from the DIN-Rail, simply reverse the steps
as described above.

5. Technical data

Operation mode

IP-Router e Static or dynamic routing according to
RIPv2 or OSPF protocol

Transparent Bridge e 2-Port-Switch with additional Layer-2 fil-
ter

DHCP Server / DHCP Relay

DNS-Relay

NTP-Client

DynDNS (DHCP-Client nach RFC 2136)

IPv4 Stateful inspection Firewall

NAT-Masquerading, 1:1 NAT,

Portforwarding

e Layer-2/3-Filter (VLAN ID, VLAN QoS
Tag, MAC adddress based, Ethertype

Firewall Frame)

e "Auto-Learning"-function to create new
packet filter rules (Analysis of the net-
work traffic)

e Layer 2/3 packet priorizitation (Ethernet

Frame, IP Header, VLAN Tag)

Network Services

VPN
e Configurable as OpenVPN server or cli-
ent (Layer 2 and Layer 3)
e Authentication with X.509 Certificates
OpenVPN e Tunnel support via HTTP-Proxy
e A maximum of 10 different server con-
figurations
e Unlimited number of client connections in
server mode
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IPsec

Can be configured as an IPsec server or
client

Authentication with PSK (user ID, pass-
word) or X.509 certificates

Hardware encryption for faster data flow
rate

A maximum of 64 simultaneous connec-
tions (subnet with subnet or as IPsec
server)

Encryption algorithms DES-56, 3DES-
168, AES 128, AES 192, AES-256

Management

Configuration with web interface
(HHTP/HTTPS)

Web interface selectable in english or
german language

Configuration support through detailed
help information (tooltip)

Configurable Multi-user access with de-
finable rights

Support for SNMP v1/v3/v3

Event log / syslog

Other features

The Modbus/TCP interface enables the con-
trol of the Router by a PLC. Following func-
tions are imaged in the registers:

Cut & Alarm, status request & acknowl-

Modbus/TCP edgment
e |Psec, on/off switchable generally
e OpenVPN, separate status request and
activation / deactivation of the 10 possi-
ble OpenVPN connections
. _ e ,Remote Capture®- feature for network
Diagnosis diagnostics via a connected PC (Wire-
shark)
o e Client monitoring via ICMP protocol (ping
Monitoring request) with alarm function in case of er-
ror
Interfaces
RJ45-Ports e 2*10/100/1000BaseT(X)
USB-Port o

option for future expansion

SCM card Reader

Save and restore the configuration using
a smart card (SIM card without mobile
provider data, only the storage capacity
of the chip will be used)

LED display

Signaling the status for power, device
status, Cut, Alarm, active VPN connec-
tion and an active 3G connection

Digital Outputs

"Alarm" -> Indicates a configurable net-
work status or error (24V out)
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"VPN-active" -> Indicates an active VPN
connection (24 V out)

Digital Inputs

"Cut" -> Disconnects physically (link
down) the WAN port (24 V In)
"VPN-initiate" -> Enables a pre-
configured VPN connection (24 V In)

Reset-Button

Restore to the factory settings

Power

Input Voltage

1* 24 VDC (7 bis 36 Volt)

Current consumption

max. 600mA @ 24 VDC

Technical data (housing)

Housing

Metal, protection IP20

Dimensions (width, height, depth)

35 * 159 * 134 mm (without antenna)
35 * 255 * 134 mm (with 3G antenna)

Mounting

TS35 (DIN rail)

Environmental conditions

Operating Temperature

-20°C to +70°C

Storage Temperature

-20°Cto + 85°C

Ambient Humidity

6 to 90% noncondensing

DSL and 3G/HSDPA

DSL

DSL Internet access by connecting an
external DSL modem via LAN or WAN
port

Free configuration of the PPPOE login

DynDNS

Support for automatic registration

UMTS/3G
(Only model IE-SR-2GT-UMTS/3G)

Built-in quad-band 3G / HSPA modem
21.1 Mbps peak downlink

5.8 Mbps peak uplink

GSM, GPRS, EDGE: 850 MHz, 900
MHz, 1800 MHz, 1900 MHz

UMTS, WCDMA, HSDPA, HSUPA: 850
MHz, 900 MHz, 1900 MHz, 2100 MHz
FCC, CE, FCC, IC, NCC, PTCRSB, Bell,
AT&T

Approvals

Security cULus (UL508)
FCC Part 15 Class A, EN 55022 Class A
EN61000-4-2 (ESD)

EMC EN61000-4-3 (RS),

EN61000-4-4 (EFT)
EN61000-4-5 (Surge)
EN61000-4-6 (CS)
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Shock « DIN EN 60068-2-29
Vibration « DIN EN 60068-2-6
Warranty

Period of time

e 3years

Order data

Model name / Order number

LAN/WAN Router

e |E-SR-2GT-LAN /1345270000

LAN / WAN Router with integrated modem
UMTS/3G

e |E-SR-2GT-UMTS/3G / 1345250000

6. Hardware related functional descriptions

Description of LED status indicators

LED Signal

Meaning

eidmdaller PWR off

The device is not powered

Flashing green

Device is turned on, the boot process is running

green Device is turned on and ready to run
Status off The device is not powered
red Error after boot process or recovering an image
Cut off CUT Input is not powered
red A Cut event is triggered. LED lights up and the WAN
port is disabled
Alarm off No Alarm
red An Alarm event is triggered

VPN active | off

No activated VPN tunnel.

green

Active VPN tunnel (triggered by external VPN key)

IE-SR-2GT-

Only model UMTS/3G

3G (UMTS) | off

No active GSM / 3G / UMTS connection

Flashing yellow

Searching wireless network

yellow

Connected to a network provider but no active data
connection (Offline)

Flashing green

Connected to a network provider. Router activates the
connection on data flow (Standby)
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Description of device interfaces at top and front side

eidmiller Only model IE-SR-2GT-UMTS/3G: Connector for UMTS/3G antenna at top side
Connector type: SMA female

USB 2.0 connector

4-pin connector (,Cut WAN port* and ,Signalize Alarm®)
» 24 VDC input for Cut signal (Disabling WAN interface) and
» 24 VDC output for signaling an alarm event

Note: Corresponding socket connector is included

4-pin connector (,VPN initiate“ and ,VPN active®)
» 24 VDC input for initiating a VPN tunnel (Predefined OpenVPN tunnel)
» 24 VDC output for signaling an active VPN tunnel

Note: Corresponding socket connector is included

RJ45-Connector WAN (10/100/1000BaseTX)

RJ45-Connector LAN (10/100/1000BaseTX)

3-pin connector for 24V DC power supply

Note: Corresponding socket connector is included

Connector for

Description of device UMTS /3G
interfaces at rear side antenna of type
SMA female

SCM slot / socket

SIM memory card reader for
external backup and restore
of the Router configuration

Any external
antenna can be
used which is
compliant to
following parame-
ters:

¢ 1

3G slot / socket
Slot for mobile SIM card (only
3G/UMTS model)

Diversity Support:
900/1900/2100
MHz

Antenna Connec-
tor:50 Ohm
compatible

0
»
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Pin assignment of power supply connector

Note: Allowed input voltage range from 7 to 36 VDC (24 VDC typical)

SIGNAL NAME 1 2 3

1 24V DC

> G\ XX
o U

3 PE —

Pin assignment of RJ45 Ethernet ports (LAN and WAN)

_ SIGNAL NAME (MDI)
Pin number
10/100Base T(x) 1000Base T 1 8

1 TX + BI_DA+
2 TX - BI_DA-
3 RX + BI_DB+
4 NC BI_DC+
5 NC BI_DC-
6 RX - Bl_DB-
7 NC Bl_DD+-
8 NC BI_DD-

Pin assignment of 4-pin connector for ,VPN initiate”“ and ,,VPN active“

SIGNAL NAME 1 2 3 4
1 24V DC (VCC)

2 Initiate VPN (24 V In) @@
3 VPN active (24 V Out) b

4 GND T —

Pin assignment of 4-pin connector for ,,Cut WAN port“ and ,,Signalize Alarm*

SIGNAL NAME
1 24V DC (VCC) 1 2 3 4

> Cut (Disabling WAN-Port, 24 V ..a .g
In) : :
LS
3 @ ——e- o @4

Signalize Alarm (24 V Out)
GND
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Pin assignment of USB 2.0 connector

The USB interface is intended for connecting peripheral devices (USB 2.0). The connector is without function
in the current firmware version, but is optional for future planned applications.

1 VDC
2 D -
3 D+
4 GND

Pin assignment of Smartcard Reader (ISO 7816 Standard)
The integrated SIM card reader is intended for saving and restoring the configuration data.

VCC 5 Volt
RESET
CLOCK I I
n/c
GND 3 7
n/c 4 | 8
110

n/c

0 N o 0o A WN PP

7. Initial start-up / Getting Started

Configuration of the Router by using an Internet browser

The configuration of the device can be done either via LAN or WAN RJ45 ports.

Connect the unit to a 24V DC (3-pin plug) power source. The corresponding plug is included.

During the initial boot phase, the PWR LED is flashing. The Router is ready when the PWR LED is lit
constantly (after about 30 seconds).

Connect the Router to the Ethernet interface of a configuration PC using a RJ45 network cable.

It is possible to use a standard Ethernet patch cable or a crossed network cable. By default both Ethernet
ports are configured with autonegotiation.
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The configuration and control of the Router is to done via the integrated Web server. Any Internet browser
(Microsoft Internet Explorer or Mozilla Firefox) can be used.

When delivered, the Web interface of the Router can be achieved from both LAN and WAN port.

To access the Web interface of the Router the IP address of the connected PC has to be in the same logical
network (IP address range) as the Router.

The default IP addresses and net masks of the Router are:
LAN port: 192.168.1.110 /  255.255.255.0
WAN port: 192.168.2.110 /  255.255.255.0

Starting the Web interface

Important note

The Router’'s Web server partly is using Java script for parameter settings (e.g. if you
want to apply or deleting a configured Open VPN session).

Please ensure that the Web browser your a using is allowed to run Java script.
For Router configuration you do NOT need to install Java runtime software (for
executable Java applets) because only Java script will be used. Standard Web
browsers by default are able to run Java script code.

If some “Apply” buttons are not working (seems to be without function) and if you are
using Internet Explorer 10 please verify that you are using Bowser Mode IE10 to
ensure that Java script is running properly. To validate the browser mode press key
F12 and activate — if not set — mode Internet Explorer 10 as shown in the screenshot
below.

@ ttp: /172161254 priv/priv:phplid=VPN-1 CF G B~ ¢ || @ myRouter- vPNL»

0 B~ B - @ - bagew Sy Tookw @ &
poll
[E-SR2GT-UMTSIZG M VPN2 VPN3 VPN4. VPN5 VPNG VPNT
b Diagnostics
= Configuration
VPN1
IP configuration
:

Securehon’ Basic settings

Packet filter

Cut & Alarm Enable VPN instance: v

P General settings Interface mode: [Server V| @

b Access confrol Permanent connection: Ff)

b Network Layer. Layer 2. (6]

- VPN Server port: 1195 |@

OpenVPN Protocol: TPV @

IPsec. Certificate: [Server_RNetwork_cl pem] V] @
b Senvices Client configuration and authentication: from IP address pool ||

) [T v—]
b Prioritzation First [P 2dd =
Last 1P addrfss of pool: 172.16.1.210

b System - —

File Find Disable View Images FENEN Document Mode: Standards

Explorer 10

er 10 Compatibility View Style Trace Styles  Layout
Internet Explorer &

HTML | CSS  Console Script Profiler Networl

hERESEHAE
+~<1DOCTYPE Ntml PUBLIC "">
<html>

Internet Explorer &
Intemet Explorer 7

Start your Web browser and enter the IP address of the connected Router port into the browser’s address
line.
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- Blank Page - Windows Internet Explorer

ey o |8 192681110 IE|ES |

File Edit ‘\iew Favorites Tools Help

¢ Favorites & Blank Page f?ﬁ - |

Verbindung zu 192.168.0.100 herstellen [2[X]
R

Now the login prompt of the Router should appear for input ,User
name“ and ,Password®.

Default values (factory settings) for Login:

) Benutzername: € admin v
User name : admin Yoot
Password : Detmold '
[“JKennwort speichern

Confirm your input by pressing the OK button.

If the login prompt does not appear, please check the network LED's, if the devices are
connected to the network correctly. If problems still persist, please check the proxy and
firewall settings of the local PC

Now the Router homepage is displayed. This page corresponds to the menu item "Diagnostic System ->
Status." On this page the most important configuration and status informations are summarized.

Note: Some fields are linked with a hyperlink to jump directly into the corresponding menu item.

/2 « IE-SR-2GT-UMTS/3G-AXD0687399 - System State » - Windows Internet Explorer -18] x|

6;:: L4 |g http:/f192.168.1.110fpriv/priv php?id=STARTPAGE j \EHE”X\ |-"" Live Search \EB
<7 Favorktes

(& + IE-5R-2GT-UMTS/36-AX006E7399 - System State »

IE-2R-2GT-UNTS/2G I

~ Diagnostics System data System state
System State System name |E-SR-2GT-UNMTS/3G-AX00657399 Date & time Monday. 03 Jan 2000, 19-35(Europe/Berlin)
Eventlog Device type |IE-SR-2GT-UMTS/3G Uptime 19:35:04 up 31 min. load average: 0.08, 0.01, 0.00
WAN
Serial-Ho AX00687399 OpenVPHN sessions Masters: active 0. listening 0, Clients: 0
LAN
Firmware version 2.2.3 (Build 61039) IPsec tunnels 0
3G
MAC-Addrass WAN: 00:16:92:01°:DF 78
Ping test
emate oot IAC-Address LAN 00-18:92-01DF 77 System usage
emote capture
5 Device mode IP router Flash 8% screen S h Ot Of
Configuration Nemory 23% A
b system . " the Login page
P Information
Network statistic Interface state
User sdmin B F
jser. sdmin Interface: WAN - |:|terf|:e State IP/Netmask P éﬂlgnment DHCP Server
VYA Receive 1000 M 15 WAN enabled 192168 2110 / 255 255 255 0 static disabled
i
e LAN enabled 192 168.1.110 / 255 255.255.0 static disabled
2otbis 3G disabled
VAN Transmit aanamkiz
Lk
imbe
kb

Latest five messages
Eventlog

Jan 3 19:15:54 |E-SR-2GT-UMTS-AX00637399 config.db: Language’ = "en’

Jan 3 19:15:54 |E-SR-2GT-UMTS-AX00687399 config db: Settings change by "admin’. from source: ‘web interface’
Jan 3 19:03:41 IE-SR-2GT-UMTS-AX00687399 statusd: Inserted card cannot be read!

Jan 3 19.03:40 |E-SR-2GT-UMTS-AX00687399 system: |E-SR-2GT-UMTS 2.2.3 SVN-RE6199.B-61039. system ready!
Jan 3 19:03:33 [E-SR-2GT-UMTS-AX00637399 adsdpd: Starting daemon for ethemet connections

Quicklinks: Securelow! Reload

Dene e [ [ [ 3 @mntenst [~ e -~
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8. Reset to factory default settings by external push button

By pressing the push button "Factory Default" the security Router can be reset at any time and regardless of
the configuration to the default settings (factory settings).

How to set the factory settings:

1. Power off the Router

2. Press the button ,Factory Default” and keep it hold down

3. Power on the Router and keeping button ,Factory Default” pressed while Router is booting

4. Release button ,Factory Default when Power LED starts flashing fast (around 10 seconds after power on)
5. Wait until Power LED is glowing constantly green

- Now the Router is ready to run with factory default settings.

Default factory settings of the Router:

Language: Englisch user interface
Operation mode : IP Router

IP address LAN port: 192.168.1.110 (static value)
Subnet mask: 255.255.255.0

NAT (Masquerading) on LAN port: Not activated

IP address WAN port: 192.168.2.110 (static value)

Subnet mask: 255.255.255.0

NAT (Masquerading) on WAN port: Not activated

Default gateway: No entry
DNS: DNS relay not activated
Firewall (Packet filter): By default, data traffic in both directions between LAN and WAN is

allowed on both level Layer 2 and Layer 3. For that the packet filter
contains two default rules, called "Allow_L2" and "Allow_L3" (allow traffic
at Layer 2 and 3) which allows as "white lists" all network traffic.

IP routing - No static routes
- Dynamic routing (OSPF, RIP) disabled

SNMP / DHCP / DNS Disabled
VPN: Disabled
Data prioritization Disabled

Only model IE-SR-2GT-UMTS/3G

3G Modem Disabled
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9. Using the Weidmiiller Router-Search-Utility

The software tool Weidm{ller Router- Search-Utility can be used to find Weidmuller Routers and detect
theirs IP addresses within a switched network. This software is very helpful if you don’t know the current IP
address of a Router. This can e.g. happen in cases that you have forgotten the current IP configuration or
you have lost the Router access in case of configuring an unintended IP address. The main features of the
software are

- Detecting a Router and displaying parameters like Device name, MAC address and IP address with
Subnet mask

- Change the IP address of a detected Router
- Open the web interface of a detected Router

Weidmiller Router Search Utility =]
Utility to detect Weidmauller Routers connected to PC's LAN network. Version 2.01 / Build 170413
l Search Router l [ Change IP address l
IP address Subnet mask MAC address Serial number Device name Location Firmware

192.168.1.110 255,255 2550 00157EFED10A AX00911135  IE-SR-2GT-UMTS Buero_PN48

192.168.1.114 2552552550 00189201E0AD  AX00711578  Router AX00711578 231

PC network interface to communicate with Router:
Refresh

lLAN—Verhindung: 192.168.1.99 / 255255 255 0 (Network adapter ‘Broadcom MetXtreme Gigabit Ethernet Driver’ on local -] Network

Interfaces

e |

You may download the Weidmiiller Router-Search-Utility from the Weidmuller web site using the following
path:

1. Open www.weidmueller.com/IE

2. Select section “Industrial Ethernet” > ,Software”

3. Select category “Additional Software (Configuration utilities, Drivers and MIB-files)*
4. Select category “Industrial Security Router (IE-SR-2GT-LAN, ...3G/UMTS)"

5. Download “ Weidmueller_Router_Search_Utility.zip”

Alternatively you can download this software from this web page:

1. Open www.weidmueller.com

2. Select Downloads

3. Select Software

4. Select Industrial Ethernet

5. Download from section Industrial Security Router (Firmware and Software for IE-SR-2GT-LAN/3G/UMTS)
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10. Basic description of the configuration interface (menu items)
The menu structure of the web Interface is divided into 4 main sections:

Section Diagnostics

» Displays system status data

» Display of logging information

» Displays current interface parameters (LAN/WAN/3G)
>

Feature for testing the data communication between the Router and other

Ethernet devices (Ping test)

Section Configuration

» Setting of operation mode (eg ,IP Router®) and basic network parameters (IP addresses,

Default gateway)

» Setting of firewall rules (Packet filter and an additional auto learning feature called

~>ecureNow" to assist the creation of packet filtering rules)

» Configuration of general system data (name, location, contact person, date / time,

language interface, etc.)
Certificate Management for VPN connections
User administration (assignment of rights)

IP-Routing (static, dynamic) and IP address management (Masquerading, 1:1 NAT,

Portforwarding)
Configuration of VPN connections (OpenVPN, IPsec)
Configuration of general network services (e.g. DHCP, DBS, SNMP)

Prioritization of network traffic (Layer-2 and Layer-3 level)

Section System

» Backup and restore of device configuration, Update firmware, Reboot)

Section Informations

» Display of technical data and hardware information (eg serial number and MAC address)
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Explanation of the menu items of web interface in

IE-SR.2GT.UMTSAG

v Disgnostics | System data System state
Systam State | System name |E-5R-2GT-UMTS/3G-AX00711578 Dats & time
Eventiog | Devica type |E-SR-2GT-UMTSAG Uptime.
WAN | SeriakNo AX00711578 OpenVPN sessions
LAN
| Firemware version 230 (Buld 63904) 1Pec Junnela
0% |
St | MAC-Adrss WAN 00 18.92 01 E0 AF
g tes!
| MAC-Adaress LAN 00189201 E0 AD System usage
Remate cagture |
| Devica mode 1P router Fiash
¥ Contiguration Memory
P System cPu
¥ information
| Network statistic Interface state
e aeis
B | itertace: [WasTs] Interface Stata.
VAN Receive - WAN anatied
e
s LAN anabled
A 3G disabled
WAN Transmit nn
-
-
i

| Latest five messages

| Eventiog

| Mar 8071435 IE-SR-2GT-UMTS-AXDOT11578 system IE-SR-2GT-UMTS 230 SVN.RB095 B-63904, system raady!

| Mar 807 14.33 1E-SR-2GT-UMTS-AXDO711578 statuss SCM memory card insertion detected!

:‘ Mar 807 1428 IE-SRIGT-UMTS-AXDO711578 adedpd Starting daemon for ethemeat connections

| Mar 807 1421 1E.SR.2GT.UMTS AXDO711578 system successhly reset SIM card config to frmwars version: 2.3 0 defauls
Quicklinks: SecureNow!

Figure 1: Diagnostics - Systemstatus

Friday, 08 Mar 2013, 07 14(Europe/Bertin)
07:14:41 up 0 min. koad average: 0 46, 010, 003
Masters: active 0, listening 0. Chents 0
0
1%
2%
56%
1PINetwork mask 1P Assignment DHCP Server
192.168.2.110 1 255 266 255.0 static disabled
192.168.1 110 / 265 266 256 0 static disabled
Heload

Startup screen of the web interface after login. Displays current configuration and status data.

T e

& 1E-5R-2 LI 5] S ARLUGE 7 997 - Ve g &

Figure 2: Diagnostics - Eventlog > Tab State

Display events and error messages that have occurred.

'admin', from source: 'web interface'

IE-SR-2GT-UNTS/36 K - -
¥ Diagnostics
System State
Eventlog
Eventlog
WAN Jam 3 TE-SR-2GT-UMTS-BX00837393 config.db: 'Lamguage’ = 'en’
LN Jan 3 IE-SR-2GT-UMTS-AX00687399 config.db: Settings change by:
Jan 3 IE-5R-2GT-UMTS-AX00687399 statusd: Inserted card cannot be read!
36 Jan 3 IE-SR-2GT-UMTS-AX00687393 system: IE-SR-2GT-UMTS 2.2.3 SVN-R6199.3-61039, system ready!
Ping test Jan 3 IE-SR-2GT-UMTS-AX00687399 adsdpd: Starting daemon for ethernet connections
Remote capture
b Configuration
b system
b Information
User admin [3
1
Clear Reload
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- -

IE-SR-2GT-UNTSAG bl S""—m

¥ Diagnostics
System State
Eventlog
Eventiog
WAN
Enable remote syslog re
LAN
% Address of syslog server:  [axample ayslogserverinbane
Ping test UDP port of syslog server: 514
Remote capture
Enable syslog to e-mail: r
b Configuration
E-mall server: Joxample-omallservar intranot
b systom
E-mall address: [admin@example intran
b Information
Une threshold:
ey Apply settings Roset changes

Figure 3: Diagnostics - Eventlog - Tab Configuration
Event and error messages can be sent to a syslog server (PC on the network) and also sent as emails.

IE-SR-2GT-UMTSAG |l _

= Diagnostics
System State
WAN
Eventlog
oy MAC address of interface: 00:18:92:01:0F:78
LAN
3G Link: no
Ping test Speed: 10Mb/s
Duplex: Half
Remote capture
P Connguration Recelved packets:

Received dropped packets:
Recelved overrun packets:
Transmitted packets:
Transmitted dropped packets:
User samin [3 Transmitted overrun packets
Collisions:

Reload

Figure 4: Diagnostics > WAN
Display of the current status of the WAN port.

b System

b information

coococococo

IE-SR-2GT-UNTS3G |
¥ Diagnostics
System State
LAN
Eventlog
WAN MAC address of interface: 00:18:92:01:0:77
LaN
3G Link: yes
Ping test Speed: 1000Mb/s
Duplex: Full
Remote capture
b Configuration Received packets: 1232
b system Received dropped packets: 0
» Received overrun packets; 0
Information Transmitted packets: 1078
Transmitted dropped packets: 0
User samin [3 Transmitted overrun packets: 0
Collisions: 0
Reload

Figure 5: Diagnostics - LAN
Display of the current status of the LAN port.
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Gu‘\.__. 8 hizpe/ 1920881110/ priv/ priv.php e LMTSSTATLS £~ 2 x| @.esnaer.umTsecn.
5 B

D omh v Setew Sghehekv Egns v i@

IE-8R-2GT-UMTSIG _

= Diagnostics
System State 365 state
Eventiog
wn - - o Screenshot of a 3G-Router with
3G Reegistration state: Registered to home networl .
- Active netwark provider: “Vodafone.de® inserted SIM Card.
Remole capture Signal guslity: il 53 gBe
* Contguanon Hetork moc: 3 (WCDHA) The Router is connected to the
b System .
¥ nfomation Internet by provider Vodafone.
1P Information:
= I oonenss
PPP statistics: ()
Ne o gwmgme e
ouT PACK VICOMP VIUNC NON-V]
Raload Discannect

Figure 6: Diagnostics > 3G

Displays the current status of the 3G mobile connection.

/2 # IE-SR-2GT-UMTS/ 3G-AX0066 7399 - Ping test » - Windows Internet Explorer =l %]
G\-\. ® |[B] nitp: {192,168, 1.110]privpriv. phpfid=PINGTEST =] (&) 420 | & Lrve searcr 00

o Favontes @ . E-SR-2GT-UMTS/36-AHO0SE7 399 - Fing test »

IE-SR-2GT-UNMTS/3G m
= Diagnostics
System State
- Ping test
Eventlog
WaN
LAN IP address or hostname: I @
4
g Number of ping messages: I
Ping test
Remote capture Apply settings Resel changes
b Configuration
¥ system
¥ Information
Usar admin 3

Figure 7: Diagnostics = Ping-Test

Allows sending of ICMP packets (ping) to test network connections between the Router and other Ethernet
devices.
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f2 w IE-SR-ZGT-UMTS/3G-AX0068T399 - Remote capture » - Windows Internet Explorer ‘Jﬂﬁl
g_-._._—,\_.- 1@ bitp:/7192.168.1.110]prrv priv.phpTid=REMOTECAP B ENEES IFL--T Search p|-

L Favortes @« TE-5R-25T-UMTS[3G-ARI0SET 335 - Remote caphure »

IE-SR-26T-UNTS3G W m
¥ Diagnostics
System State
Remote capture
Eventlog
AN
L Enable remote capture server: [ @
4
- Client address: @
G
erbose logging: [l
Ping test 99ing ©
Remote capture
Apply settings Reset changes
¥ Configuration
b system

Figure 8: Diagnostics > Remote-Capture

By using the "remote capture” function data packets on both the LAN and the WAN port of the
Router can be recorded for diagnostic purposes. The receiver of the diagnostic data is a PC which
must have installed the tool "Wireshark".

How to use please refer to application note in Appendix C3.

Fol= e
Q;’__.‘-,‘ B Pt 190068 110 v/ priv, phpTid=IPCONF £ - B¢ X || B o IE-SR-26T-UMTS/36- AL, * e
N v B - e Setes Sighehete B @e 5L
¥ Diagnestics
- Configuraton .
1P configuration
IF cenfiguration
Sacurationt Operational mada: [Fromer =] @
Packat fitar
Cut & Alarm
b General sattings WAN:
b Access control
P nit: =laby -
b TP assignme c [i:]
¥ vPH 1P address: 192.168.2110
b Seivices Subnet mask: 255 255 255 0
b Prioiitzation NAT [Masquerading): re
b System
LAN:
¥ Information
1P sssignment: sabc =@
st B | 1p adaress: sz 681110
Subnet mask: [255 265 255 0
NAT [Masquerading): re b
36:
Dialmade: pesmanent x| (B
PIN: 7553 @
Provider APN: [edn vodeiona. de @
Usermame: [mOOE 107 @mdexde (@
Password: Fadcyknzpl @
DNS via 362 ]
NAT (Masquersding): F@®
Gateway wia 3G: F@®
Default gateway:
P address: @
Apply settings Reset changes

Figure 9: Configuration - IP Configuration

This is the basic configuration window of the Router for assignment of IP addresses on the LAN and WAN
port. Each of the two interfaces can be configured with static or dynamic (DHCP) IP addresses. For models
of type IE-SR-3GT-UMTS/3G (as shown above) additionally a section ,3G* will be displayed to configure the
3G connection.
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/2 « IE-SR-2GT-UMTS,/3G-AX00687399 - SecureNow! » - Windows Internet Explorer == LI

6;: =[] b9z, 1681 00 fpriv phprid=aFD =l |EH£HX\ IF,'LWE Search 2|

.7 Favorites

@« IE-5R-2GT-UMTS{3G-AX00667399 - SecureMow! »

|E-SR-2GT-UMTSI3G Ik . )
Configuration

b Diagnostics

~ Configuration

SecureNow!
IP configuration
Securehlow! On this page you can start the
Packet filter automatic network traffic analysis.
Click on the clouds to assign
Cut & Alarm security zenes to network areas.

P General seftings The meaning of the colors is as

WAN LA‘riJ) follows:
P access contral = — =

5 . / green: high security. Example:
Metwork production network.

LAV
moderate security.

P genices Compromise between moderate
b Briniticat security requirement and
Frioritisation unrestricted data flow. Example:

office network.

P system

b Information red: low security. The zone has
no security requirement. Example:
internet

User admin[@
Click on a cloud to change security setting.

capture mode: [layer3 x| @

start analysis

Figure 10: Configuration - SecureNow

This is an auxiliary function for "independent learning" firewall rules based on temporary recording of data
traffic. By pressing the button "Start Analysis" button the Router begins to analyze the network traffic (ports
LAN, WAN and possibly UMTS/3G). As a result, the Router will provide a table showing the recorded TCP
packets and protocols as well as a proposal for the setting of firewall filtering rules.

6;: =[] b9z, 1681 00 fpriv phprid=aFD =l |EH£HX\ IF,'LWE Search 2|

T::i Favorites @& IE-SR-2GT-UMTS3G-AX00687399 - Securehow! »

IE-SR-2GT-UMTS3G
P Diagnostics
¥ Configuration
SecureNow!
IP configuration
Securehlow! Analysis in progress since
Packetfilter Mon Jan 3, 20:11:59 CET 2000
Cut & Alarm Total: 0 packets
P General settings Web | 0% , . ’
Email 0% This page shows a summary of
P Access control \nd Ethernat | 0% the netwaork traffic that passed the
b netwark firewsall since the beginning of the
5 Microsoft 0% analysis.
VPN
b Senices NeiConirol | 0% The previously defined filter rules
. VPN | 0% have not been changed yet.
P Prioritisation Network traffic being allowed or
Rout 0%
ouling blocked by user defined rules will
b system MNetCaonfig © 0% not be regarded for the analysis.
0
P information Remotaadmin | 0% In order to get automatically
Fileaccess 0% generated firewall rules matching
the analysed traffic, stop the
other UDP - 0% "
Ussr: sdmin 3 capture by hitting the stop button.
other TCP 0%
stop analysis

Figure 11: Configuration - SecureNow - ,running analysis*

Window screen after starting the network analysis displaying the current network traffic.
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/2 « IE-SR-2GT-UMTS,/3G-AX00687399 - SecureNow! » - Windows Internet Explorer == LI

6;: =[] b9z, 1681 00 fpriv phprid=aFD =l |EH§HX\ I-T‘,'LWE Search 2|

.7 Favorites

@« IE-5R-2GT-UMTS{3G-AX00667399 - SecureMow! »

IE-SR-2GT-UMTS3G = -
Configuration

P Diagnostics

~ Configuration

SecureNow!
IP configuration
SEEhi Results from: Mon Jan 3, 20:14:13 CET 2000
Packetfilter
Cut & Alarm There was no network traffic to generate rules from.

b e et Traffic that matches any active rule is not considered for analysis. Thus, either your Firewall is properly configured to handle all existing traffic or there was no traffic at all.
eneral settings

3
Access contral Applied rules are available at the Filter wizard page for further configuration.

P Metwork

b ypn new analysis apply rules
P senices
P Prioritisation

b system

P Information

User: admin 3

Figure 12: Configuration > SecureNow - ,Analysis stopped"®

Window after exiting the network analysis with a proposed indication of firewall filtering rules. If you click the
button "apply rules"”, the firewall will be updated with the proposed rules and immediately activated. The
changes are not saved automatically, so that e.g. "wrong" filter rules can be removed by a Router restart.
Then previous filter rules would be valid again.

/2w IE-SR-ZGT-UMTS/3G-AX00687399 - Layer 3 Filter » - Windows Internet Explorer ‘Jﬂﬂ

G-\v [ ritp:1192.168. 1.1 10jpetsjpeiv phprid=FILTERCONF L3 =1 B o || | B Lo searcr e

o Favorktes 8 « [E-5R-2GT-UMTS{3G-ANI0667599 - Layer 3 Fiker »

IE-SR-2GT-UNTSAG bl Layer 2 Status

¥ Diagnostics

= Configuration .
Layer 3 Filter ®
1P configuration
Securehow!
Packet filer Lruleset @
Cut & Alarm 1 1?-"::_“2_'—[3.’__,{__} k) —
P General settings Pasition Name Source Destnation Pratocol Extra  Connection control Action
P access control : #ow_al N N - - AUTOMAtC ACCEPT
P hatwark
L
Add a new ruleset
P Senices By usng the plus symbol you can add new rulesets L 4
b system
¥ Information
Apply settings

Usar: admin B

Figure 13: Configuration > Packet filter > Tab ,Layer 3"

This is the window for the manual configuration of firewall filter rules based on Layer 3 (IP layer). The
screenshot shows the firewall settings as delivered with the default rule "Allow_L3*". This rule says that any
IP protocol (*) and any traffic regardless the direction (source and destination=*) is allowed. The result is that
- on delivery - the firewall is "open" on layer 3.

Fore more detailed information about using the packet filter please refer to Appendix A3.
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/2 « IE-SR-2GT-UMTS,/3G-AX00687399 - Layer 2 Filter » - Windows Internet Explorer == LI

6@ =[] huip:f192. 1681 110t fpriv phprid=FILTERCONF L2 =l |EH§HX\ I-T‘.'LWE Search 2|
.7 Favorites

@« IE-5R-2GT-UMTS(3G-AX00667399 - Layer 2 Filker »

[E-SR-2GT-UNTS/3G M Status

P Diagnostics

¥ Configuration N
Layer 2 Filter @
IP configuration
SecureMow!
2 rulesets @
Packetfilter
1 ARP* (1 rule) N =
Cut& Alarm ARP address resolution - 78 W
P General settings Position MName Source Destination Protocol Extra Action
b 1 allow_al_arp = = ARP - ACCEPT
Access control
2 Allow_L2* (1 rule) n w3
P Network Allow all L2 traffic AT & W
[ V=T Position MName Source Destination Protocol Extra Action
» 1 allow_all * * * - ACCEPT
Services
P Prioritisation
P system Add a new ruleset
P Information By using the plus symbol you can add new rulesets ha
Show rulesets for following interfaces < e
only rules affecting the selected network interfaces wil be displayed from: = o H e
User admin[@
Apply settings

Figure 14: Configuration - Packet filter > Tab ,Layer 2“

This is the window for the manual configuration of firewall filter rules based on Layer 2 (MAC layer). The
screenshot shows the firewall settings as delivered with the 2 default rules "Allow_L2*" and ,ARP** (Address
resolution protocol). The rule Allow_L2* allows transmitting any Ethernet frame type (*) and any traffic
regardless the direction (source and destination mac address =*). The result is that - on delivery - the firewall
is "open" for layer 2.

/2 # IE-SR-2GT-UMTS/ 3G-AX00667399 - Packet filber ws Internet Explorer =l x|

G-\ ® (] ritp:/1192.168. 1.1 10jpetsjpeiv phprid=FILTERCONF ]| E [ o | ¢ [ Live searcr 2|

g Favontes @ ¢ [E-SR-2GT-UMTS(36-AH00SE7399 - Packst fiter »

|E-SR-2GT-UMTS3G Layer 3 Layer 2
b Diagnostics
= Configuration .
Packet filter
IP configusation
SecuraMow!
Traffic histor Related Inks
Packet fifler o
Cut & Alarm
P General sethings AN Recetve ::"‘: LAN Transmit z:: aver 2 rulesets
¥ access control im e Laver 3 rulesets
Wb Wb
P Network Laver 2 Hardviare groups
b WAN Receive AR AN Transmit 1o
VPN FET 199 s Layer 3 Network groups
[ 1wk 1w
Senices 0 Bit's kb Web access
P Pricritisation Port forwardin
FPort forwarding
b system
P information
Fiter log
User: admin @
There are currently no log entries.
Reload

Figure 15: Configuration > Packet filter > Tab ,Status”

Overview of transmit and receive activities of the Ethernet interfaces. In addition, firewall-related information
is displayed under the heading "Filter Log".

Copyright © 2013 Weidmiiller Interface GmbH & Co. KG 26/103

All rights reserved. Reproduction without permission is prohibited.



Weidmiiller 3£

f2 w IE-SR-ZGT-UMTS/3G-AX0068 7399 - Cuk & Alarm » - Windows Internet Explorer ‘Jﬂﬁl
G_-\ ® [] ritp:1152.168. 1.1 10/petsjpeiv phprid=CLUTALARMSETT B IEIEES F'L--. Search 2=

o Favortes (g ¢ [E-5R-2GT-UMTS{36-AX006B7399 - CUt & Alarm »

|E-SR-2GT-UMTSRG kel Configuration Ry
b Diagnostics
= Configuration
Cut & Alarm
1P configuration
SecuraMow!
Internal cut acknowledgement: IManuaI vI @
Packetfitter
Internal cut timeout: |3 sec
Cut & Alarm
PG |
General semngs Alarm acknowledgement: IManuaI 'I @
P access control
Alarm timeout: |3 sec
P Network
buen [7 Enable automatic client monitoring recovery acknowledgement @
P Senices
P Pricritisation Apply settings Reset changes
b system
P information
User: admin B

Figure 16: Configuration > Cut & Alarm - Tab ,Configuration®

In this menu it can be configured how the events "Cut" and "Alarm" - after they have occurred — will be reset
(either manually by clicking on a button on the tab “State” or automatically after an elapsed time).
For more information please refer to Appendix C2 (Method 2).

f2 w IE-SR-ZGT-UMTS/3G-AX0068 7399 - Cuk & Alarm » - Windows Internet Explorer ‘Jﬂﬁl
G_-\ - [g http: /192, 168, 1110t pe v, phpid=CUTALARMYIEW E‘ | $2 | % F'L--. Search P =

o Favortes (g ¢ [E-5R-2GT-UMTS{36-AX006B7399 - CUt & Alarm »

[E-SR-2GT-UNTS3G I Configuration m

¥ Diagnostics
= Configuration

Cut & Alarm
IP configuration

Securetion! Cut & alarm configuration: (@)

Packstfitter

Cut & Alarm Alarm mode: Manual acknowledgement
P General setings Internal cut mode: Manual acknowledgement

P Access control

P Network
Pyen Cut & alarm state:
P Senices
b Prioriisation Alarm event: off
Int. cut event: off
b system Ext. cut event: off
P Information Reset cut signal Reset alarm signal

User admin @

Figure 17: Configuration - Cut & Alarm - Tab ,State”

Displays the current status of the events
"Internal Cut" - triggered eg by a special firewall rule
"External Cut" = Input of 24 VDC at 4-pin connector (at front side of the Router)
"Alarm" = - triggered eg by a special firewall rule or by the function ,Client monitoring*

By clicking on the buttons ,Reset Cut signal“ and ,Reset alarm signal“ you can manually reset the events
.internal Cut“ and ,Alarm®. The "External Cut" will automatically be reset if the 24 VDC at the 4-pin connector
will be removed.
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Configuration

¥ Diagnostics

7 Confiuration System data
IP configuration
SecuraMow!
System name: [E-sR-2GT-UMTS
Packstfitter
Serial no. as system name: 1 @
Cut & Alarm
System location: |
= General sethings
o Contact name: |
Date & time Contact phone: [
Useriniertace Contact e-mail: I
Cerificates
SCEP Apply settings Reset changes

P Access control

P Natwork

Lt

P Senices

P Prioriisation
b system

P information

User sdmin B

Figure 18: Configuration > General settings = System data - Tab ,Configuration”

Configuring application-related data of the Router (free text).

/2 « [E-5R-2GT-UMTS/3G-AX00687399 - Date & time » - Windows Internet Explorer _|5( x|
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T;:i Favorites @& IE-SR-2GT-UMTS/3G-AR00687399 - Date & time »

|IE-3R-2GT-UMTSI3G

b Diagnostics
~ Configuration
IP configuration
SecureMow!
Packetfilter
Cut & Alarm
¥ General settings
System data
Date &time
Userinterface
Certificates
SCEP
P Access contral
P Metwork
PPN
P senices
P Prioritisation
b system

P Information

User: admin 3

Date & time

Date & time:

Time zone:

Primary NTF server:
Secondary NTP server:

Tertiary NTP server:

Manual setting of date & time :
Date (day/month/year):

Time (hour/minute/second):

Apply settings Reset changes

Enable timeserver synchronisation (NTP):

Wed Apr 18 18:36:47 CEST 2012

Region: |Europe j C\ty:IEerlm j

Qe

|pccl ntp.org

|de.pnm.ntp.mg

|ptbt|m-3‘\.ptb.:l9

B 7]/ /[2012 =
B 7]/ ‘

1 /136 =1/ |47 =

Note:

The Router has no battery-buffered, but
a capacity-buffered system clock. If the
Router is powered-off more than 30
minutes, the date and time values will
be reset to factory default settings (Date
= date of production e.g. 01/01/2012,
Time 00:00).

Figure 19: Configuration = General settings - Date & time > Tab ,Configuration®

Setting of date, time and time zone. Alternatively, the date/time setting can be configured via using the "Net-

work Time Protocol" and accessing an external NTP server.
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L Favorkes 48 < [£-5R-2GT-UMTS/3G-AN00587399 - User interface »

|IE-SR-2GT-UNTS3G

Configuration

b Diagnostics

~ Configuration .
User interface
IP configuration

SecureNow! Choose language and apply mode:
Packet filter
Cut & Alarm Language: English v]
¥ General settings Save and apply: |appl;.' immediately & do notsave ;] (6]
System data
Date & time Apply settings Festriwon
Userinterface
Centificates
SCeP

P arrace rantral

Figure 20: Configuration = General settings = User interface - Tab ,Configuration®
Language - Setting the language (German or English) of the Web interface.

Save and apply > Setting the behaviour of the button "Activate" respectively ,Save® in the configuration
windows. If you chose the entry ,Apply immediately and do not save® then configuration changes will be
immediately activated but not saved. If you chose the entry ,Save only and do not apply* then the button
named ,Apply*“ in the configuration windows will be changed to a button named ,Saved®. In this case all done
changes will be only saved and not activated. Saved changes come into effect after a restart.

6:: » [ie] hrpii192.168.1. L10jprivipriv phprid=CERTUPLOAD | \E\ \E\ |z| [ 8% Live search [ 2|

¢ Favorites (@ « [E-5R-2GT-UMTS/3G-AR0057399 - Certificates »

IE-SR-2GT-UMTS/3G -
Configuration
b Diagnostics _
 Configuration Certificates
IP configuration
SecureNow! Current CA certificate table:
Packst filter
Cuta slarm Certificate CRL status (3) validity {5
= General settings ® pEMO-CN (demeCA.pem) CRL not found valid =l
System data
Date &time
Userinterface
Current client certificate table:
Certificates
SCEP Certificate validity =1
P Acess control > DEMO-CNI (demo-clientl.pem) valid r
4 3
5 .I;l::wrk ?  DEMO-CN2 (demo-client2.pem) valid O
P Senices P DEMO-CN3 (demo-client3.pem) valid r
P Prigritisation )
® pEMO-Cna (demo-client4.pem) valid r
b system
¥ Information ® DEMO-CNS (demo-clients.pem) valid r
Usar: sdmin 3
Upload local certificate file for authentication or CRL:
Filename (*.p12 / =.pfx / *.pem): | Browse.. | ®
Certificate password for validation:
Upload certificate Apply settings Reset changes
Figure 21: Configuration - General settings > Certificates > Tab ,Configuration®
Adding or deleting of certificates for VPN applications (used for both IPsec and OpenVPN).
How to use certificates (CA Root, Server, Client) please refer to Appendix B1 (Link to document
TechNote_Router_RemoteAccess_via_MeetingPoint_V1_?7?.pdf).
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[E-SR-2GT-UNTS3G I State

¥ Diagnostics
= Configuration

SCEP

IP configuration

curghlaw!

Seeurehiow Simple Certificate Enrollment Protocol

Packetfitter

Cut & Alarm Enable SCEP: r

~ General setings Server URL: | @
System data P Client Certificate details @)
Date & time Challenge Fassword: | @

Userinerace Autg-renew period:

(days) @

Cenfieates CRL dovemload: = @
SCEP

P access control Apply settings Reset changes

P Natwark

b yPn

P Senices

P Prioritisation

b system

P Information

User sdmin B

Figure 22: Configuration - General settings > SCEP - Tab ,Configuration®

Configuration of the Router for online access to certificates which are stored on a centralized online certifica-
te server (SCEP Simple Certification Enroliment Protocol). When setting up certificate-based VPN connecti-
ons, the necessary certificates can be obtained directly from a SCEP server.

/2 « IE-SR-2GT-UMTS,/3G-AX00687399 - User accounts » - Windows Internet Explorer

=18l x|

(2]

5{: w [ http:11192,168.1.110]priv/priv. pho?id=PASSWORD

7 Favarites

| |§‘ |i_" |z‘ I‘f Live Search

Ex IE-SR-2GT-UMTS{3G-AX00657399 - User accounts »

IE-SR-2GT-UMTSI3G I Co —
Configuration

P Diagnostics

¥ Configuration

IP configuration

SecureMow!

Packetfilter

Cut & Alarm

P General settings

¥ Access contral
User accounts
Permissions
Weh access

P Netwark

P yPN

P Serices

P Pricritisation

b system

P Information

User: sdmin B

User accounts
User accounts
Login user name Activate account Delete account

admin =2 =
guest O =

Change password

Username  Enter old password Enter new password ® Confirm password

Iguest j I I

Add new user account

Username Enter new password Confirm password

Apply settings Reset changes

Figure 23: Configuration = Access control = User accounts = Tab ,Configuration®

Create and delete other user accounts
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{2 « IE-SR-2GT-UMTS,/3G-AX00687399 - Permissions » - Windows Internet Explorer -181 i
5@ w [&] http:/i192.188.1,110priv/priv php7id=vAR_PERMISSIONS =l &[] x | R Live semreh |2
L Fevorites (@ & IE-SR-2GT-UMTS/3G-AX00667399 - Permissions » | |
b Diagnostics
~ Configuration .
Permissions
IP configuration
SecureMow! o N . N .
Editing variable permissions for user : | guest ~ Default Write Permission: [~
Packet filter
Cut & Alarm Page name
P General settings
¢ " 36 modem state
¥ Access contral
User accounts * 36 prioritisation
Permissions
¥ Backup settings
Web access
Variable name Write Permission
P Network
Download settings
b PN £ )
b Services Restore settings [
P Prigritisation b .
Certificates
b system
b Information ¥ client monitoring
Variable name Write Permission
User: admin 3 Add entry to client monitoring r
E-mail address r
E-mail server r
Client monitoring list r
* cut & Alarm settings
* Cut & Alarm state
* DHCP server
* pns
" pate & time
*  Dynamic DNS
® Ethernet configuration
» . . =
[Lane [T 36 mtemet [ - [Fmow =

Figure 24: Configuration - Access control > Permissions > Tab ,,Configuration®

Detailed assignmnet of individual rights for the created user accounts.
Note: The Administrator account always has full access. It cannot be deleted.

of\-. [ hitpr/192.068.1.010, priv priv.php id= WEBACCESS 0 - B x| @ .k sraar-umrsac-an.. x | |

fi » B - = & v Setev Sicherheitv Edrasv @ B

IE-SR-2GT-UMTS2G m

P Disgnostics

 Configuraton Web access

IF configuration
Securshiont Allow protocol access on interface LAN WAN 3G
Fackst fiter HTTP: w v '
Cut & Alarm HTTPS: @ 7
b General settings
 Access contral

User accounts -

Report access violations using syslog [Ei

Permissions

Web aczess Apply settings Reset changes
P Network
PPN
b Services

Figure 25: Configuration - Access control > Web access > Tab ,Configuration®

Select the possible access modes of the web interface (via http and / or https). For models of type IE-SR-
3GT-UMTS/3G additionally section ,3G* (as shown above) will be displayed to allow access to the Webinter-
face via 3G connection.
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g Favontes @ < [E-5R-2GT-UMTS/36-AX00SE7399 - DNS >

[E-SR-2GTUNTERS Configuration  [SIETEY

¥ Diagnostics

= Configuration

DNS
P configuration
Securelow!
Facket fiter Haostname: E-SR-2GT-UMTS
Cut& Alarm Serial no. as hastname: = @

LY . 4
Genaral oetings Domainname (search suffix): @
P access control Lot DS server: )

 Hetork 2nd DNS server:

|

DS
3rd DNS server:
IP routing
Porttorwarding Register hostname at DHCF server: @ (D
11 NAT Use all servers concurrently: re
Network groups
Hardware groups Apply setlings Resel changes
Ethemet
Bupn

P Senices

FigGFéEE:‘ Configuration > Network - DNS - Tab ,Configuration®

Registration of up to 3 DNS servers for name resolution. The Router acts as a DNS relay server.

/2 « IE-SR-2GT-UMTS,/3G-AX00687399 - IP routing » - Windows Internet Explorer == LI

ey ® [E] retpiitaz. 168.1, 110]priv/priv phprid=STATICROUTING =1\ &l 42 [ x| [ Live search L=
St e ead )

T,} Favorites @& IE-SR-2GT-UMTS{3G-AX00687399 - IP routing »

[E-SR-2GT-UNTSI2G Configuration  [RSEI]

b Diagnostics
~ Configuration :
IP routing
IP configuration
|
SecureMNow! Dynamic routing:
Packetfilter

Cut & Alarm LAM: Type: Disabled = @
P General seftings Simple password: 6]

P access control Active interface: =2 @
¥ Network

OMS WAN; Type: Disabled =| @
IP routing Simple password: ®

Port forwarding Active interface: F Q@
1A NAT
Metwark groups Redistribute static routes: r@®
Hardware groups Log level: lm @
Ethernet Enable Multicast Routing: r@®
L
P senices Static routing table:

P Prioritisation

b Active Destination Subnet mask Gateway Interface Metric ﬁ
System

- Static Routing table is empty
b Information

User: admin 3

Add new static route: ()

Destination: l— ®
Subnet mask: l— ®
Gateway: l— @
Metric: l— @
Interface: lﬁ @

Add entry Apply settings Reset changes

Figure 27: Configuration - Network = IP Routing - Tab ,Configuration®
Registration of static IP routes and activating/deactivating of dynamic routing. For dynamic routing both can
be selected the RIP and the OSPF protocol. Up to 10 static IP routes can be configured.
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G Favontes G « [E-5R-2GT-UMTS/3G-ARX006E7399 - IF routing *

IE-SR-2GT-UMTSEG e T

P Diagnostics
= Configuration

IP routing
IF configuration

o 1
Securehion! Active routing table:

Packet fitter

Cut & Alarm default via 192.168.2.253 dev WAN proto static

192.168.1.0/24 dev LAN proto kernel scope link src 192.168.1.110

¥ General zettings
e 192.168.2.0/24 dev WAN proto kernel scope link src 192.168.2.110

¥ access control
= Hetwork

DHS

IP routing

Reload

Fort forwarding
11 NAT

Metwork groups

Figure 28: Configuration - Network - IP Routing > Tab ,State”

Display of currently valid routing table.

B v B = 0w v Sete Schehetw Equsv @ K

IE-SR-2GT-UMTSAG m

b Diagnestics.

= Configuration F di
IF configuration owardiog @

Sacurehow

Public Protocol Local Local Target Target SNAT Source Enabled Position Delete
Prciat e Interface » Port. ® Port Natwork
@

Cat & Alam @ @ @ @ @ @ @ @ @
b General settings (Mo data avadlable in table)

.
P Access control

= Natwork
DNS Appily samings Resat changes.
IF routing

Fonvardng Factory default configuration without any entry

11 MAT

Network groves

Figure 29: Configuration = Network - Forwarding - Tab ,Configuration”

Configuring standard port forwardings (IP address with port) and pure IP address forwardings. Additonally for
each forwarding the feature SNAT (Source network address translation) can be activated to hide the original
source.

,IP address forwarding“ can be configured using an IP address and a wildcard port number (*) instead of a
fixed port number. With this features it is possible to get access to an Ethernet device behind a masqueraded
interface only by IP address. From the behavior this fea-ture is similar to a virtual mapping giving an Ethernet
device a second public IP address.

o e
e-__ | 8 g/ 1921881 1100 pei/ priv phplid=PORTFORWDR B+ 8¢ X @ oIE-5R-26T-UMTS36-A.., * AL
Bt v B v [ gm v Sete Sigheheitv Eqrasv @

IE-SR-20T-UMTSAG W

¥ Diagnostics.
 Configuration
1P configaration
Securstiznt Public Protocol Local Local Targat Target SNAT Source Enabled Position Delete
Packe! fite Interface »P Part ™ Port. Metwork
Cut & Alam @ @ @ @ @ @ @ e @ e
» Ganeral ssttings wan [ Terlr 192.168.2. 150 5555 [ 192.168.1.200 B 5555 [ 7 1wzasez.024 il
Y e—— wn B - 152.168.2.151 I 1§ 192.168.1.201 B . § ¥ 1szas8.2.0/ 240 i o
= Network &
ONS
W routing Apaly settings Reset changes
Forwarding
11 NAT

Figure 30: Configuration - Network > Forwarding - Tab ,Configuration® (2 Forwardings configured)
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Packet filter
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¥ Metwark
DNS
IP routing
Port forwarding
1:1 NAT
MNetwork groups
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L
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Figure 31: Configuration = Network - 1:1 NAT - Tab ,Configuration”

@« IE-5R-2GT-UMTS3G-ARX006E7I99 - 1:1 NAT »

IE-SR-2GT-UMTS3G Co —
Configuration

_18]x|
| B[+ ]| ] [8 e searcn [2]]

1:1 NAT - network mapping
WAN:

Public IP address/subnet mask:

Enable 1:1 NAT:

Private IP address/subnet mask:

= Advanced settings
Enable double sided network mapping:
Substitute with TP address/subnet mask:

LAN:

Public IP address/subnet mask:
Enable 1:1 NAT:
Private IP address/subnet mask:
¥ Advanced settings
Enable double sided network mapping:

Substitute with IP address/subnet mask:

Apply settings Reset changes

192.168.2.110/24 @
e
6]

re
(6]

192.168.1.110/24 @
m e
@

re
@

Configuration of the mapping (assignment) of IP address ranges between LAN and WAN port, and vice-

versa.

For more detailed information please refer to Appendix A2.

Q’_g /192168100 e priv ghpid= NETGROUPS P

ISR 2GTUMTSAG
¥ Duagnostics
= Canfguration
IP configuration
Securehon!
Facket fiter
Cut & Alarm
b Ganeral setings
¥ Access contro
= Network
DNS
IF routing
Forwarding
1 AT
Network groups
Hardware groupe:
Erenet
N
b Senvices

b Puinsiszaten

Figure 32: Configuration > Network > Network groups - Tab ,Configuration®

Mov B v o+ Setew Sgherhetw Equsv v £

MNetwork groups

= MachineGrpl
192.168.1.20/32
192.168.1.21/32
192.168.1.22/32

' MachineNetwrk2
192.168.2.0/24

Group name: [ [c])
Metwork address: @
Apply settings Resel changes.

B - B X | S oIE-5R-26T-UMTS/AG-AM0..,

wsad In 0 rules

used in 0 rules

Creating groups with "speaking" names for ranges of IP addresses (Layer 3). A network group always
contains a range of IP addresses with specified subnet (eg 192.168.1.0/24). A network group can contain a
set of single IP addresses and complete IP address ranges. Network groups can be used instead of IP
address ranges if you will create firewall filtering rules (See menu Configuration - Packet filters > Layer 3).
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= Configuration
Hardware groups
P configuration
Secureow!
Packetfilter ¥ no groups have been stored yet ]
Cut & Alarm
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P sccess control

~ Hatwork Group name: ,— @
DnS Hardware address: ,7 ®

IF rauting

Fortforwarding Apply settings Resel changes

1:1 HAT
MNetwork groups
Hardware groups
Ethamet

L

P Senices

P prinritieatinn

Figure 33: Configuration > Network > Hardware groups - Tab ,Configuration®

Creating groups with "speaking" names based on MAC addresses (layer 2). A hardware group can contain
any number of MAC addresses (for example, 00:15:7E:D9:09:00). Hardware groups can be used for better
readability than individual MAC addresses if you will create firewall filtering rules (See menu Configuration ->
Packet filters > Layer 2).
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1000 MBit/s fullduplex

P General sefings Apply settings Reset changes
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¥ Metwark

DNS
IP routing
Port forwarding
11 NAT
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Hardware groups
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L

b Zenices

P Pricritisation

b system
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User: admin 3

Figure 34: Configuration - Network - Ethernet - Tab ,Configuration®

Setting the transmission parameters of the LAN / WAN hardware interfaces.
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¥ Daagnestics
= Configuration
VPN
IP configuration Open
Seeurehiost Current OpenVPN server table:
Packe fiter
Cut & Adsrm Device Ccertificate 1P Info Protocol  Local server port =1
P General sattings OpenVFW server table is emply. Use the VPN fabs If you want fo 3o 3 new connection.
P Accass conirol
» ook Current OpenVPHN client table:
VR Device Certificate IP Info Protocol  Server address Server g
CpenvPN port
IPaec OpenyPN client tabie is amply. Use the VP tabs if you want to 30d 3 new connaction,
b Sarvices
b Friomzation HTTP/HTTPS proxy settings for cients: (&
HTTP proy [P address: [
' System HTTP proxy TCP part:
ey 2
¥ Intormation H fon
HTTP prowy authentcation mthoc:  [nare (=] @) Screenshot of OpenVPN menu tab ,,Configuration
HTTF prowy usernama: A A A
R
TP prosy paso —— with factory defaults (without configured OpenVPN
Additional settings: sessions)
VPN LED/output controlies: [dmabled[=] (B
Apply settings. Fesat changes

Figure 35: Configuration - VPN - OpenVPN - Tab ,Configuration*

The OpenVPN menu allows to create and establish virtual private network connections based on the
OpenVPN implementation. The Router can be configured both as OpenVPN client and OpenVPN server
either based on Layer 2 (Bridging) or on Layer 3 (Routing). A maximum of 10 OpenVPN connections (either
as client or as server) can be configured and started at the same time. Each VPN connection can be
configured individually at Tab’s VPN1...VPN10.

Note: OpenVPN connections can only be used with encryption based on certificates.

On each configured OpenVPN server connection theoretically any number of remote OpenVPN clients can
be connected (only limited by the hardware performance of the Router).

B2 =]
Q{I J| @ rezp/ 192108110 prvprv.phptia=VPIN-LCFS p- :Q:,x:':_\.n SR 2GT-UMTS/36-AR0... (i ke
3*
IESAAGT-UNTSAG M ven2 VPN3 VPN VNS VPNE VENT vPNE veng VPN State
= Configuration VPNL
IF canfiguration
:‘“"’:“"' Basic settings
ot Ao Enabie VP instance: :]
b Ganeral setings Interface moda: [Chem =1 ®
P Access control Parmanent connection: i @
P Natwork Layer: [Lope 3] @
[ GpEnvPH device type: [Tarl=l @
OpanVPN Sarver address: 46.16. 277213 @
IF5ec Sarver port: nM @
» Barmicas Protocol: [rerl=l@
[y wa— Certricate: [OpenvPN_ChentT_cl pem =] @
f— Auwnnn.'.n with username and password: @
¥ Information ::':: -
[roe Pull routes from server: @
Use HTTP proxy:
Additional settings
Lag lavel: e =]
L2 compression: adaptive |[=| (B
pher: @t e
Apply settngs: Resat changes
Figure 36: Configuration > VPN - OpenVPN - Tab ,VPN1*
Screenshot of a configured OpenVPN-Client at tab VPN1
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P u VPN2
SecureNow!
Packet fiter ks seerioge
Cut & Alarm Enakie VPN instance v
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P Access control Permanent connection: v ®
® Natowr Layer Gy E@
- VPN OpeaVPN device type e
CpenvPN Server port 441 (0]
IPsec Protocol TP 2@
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s First 1P address of poot 108050 [0}
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Push route for LAN interface: o)
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Additional settings
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Figure 37: Configuration > VPN - OpenVPN > Tab ,VPN2*
Screenshot of a configured OpenVPN-Server at tab VPN2.
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Figure 38: Configuration - VPN - OpenVPN-> Tab “State”

This screenshot is displaying the status of a configured OpenVPN-Client session (L3, VPN1, currently dis-
connected) and an OpenVPN-Server session (L3, VPN2, currently no connected remote clients).
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Pkt itar
Cut & Alaem Devicn Cartificate 1# Info Pratocol  Local server port B
¥ Ownersl seitings VP2 P penvih_Sarverl [OpenvPh_Server_clpem) 10.8.0.1/24 Tep 44 r
® Acoas contiol
¥ Notwork Current DpenVPN client table:
-
CpenvPy Devicn Cartificate 1P tnfo Protocol  Server address ::- =
e vl P OpenvPN_client1 (OpenvPM_clientl_cl.pem) OpanvPN/DHCP P 46.16.217.213 194 f
» Senvicas
© Prisntzaton
- WTTR/HTTPS proxy settings lor cients:
= Brstem HTTP prowy 1P address [
nfermaticn HTTP prawy TCP port I
HTTP paosy authentication method:  [mone =] (D . . e
Sl P — I Screenshot of OpenVPN menu ,Tab Configuration
HTTP proxy password: I A R 8
o showing 2 configured OpenVPN sessions at a
Additianal settings:
VPN LED/output controlier [Vl @ g Iance -
Appty setlings Hesel changes.

Figure 39: Configuration > VPN - OpenVPN-> Tab “Configuration”

After configuration of OpenVPN sessions the configured connected will be displayed at a glance in this
menu.

How to configure OpenVPN connections please refer to Appendix B (Link to technical documents
about OpenVPN based remote access scenarios).

Copyright © 2013 Weidmiiller Interface GmbH & Co. KG 37/103

All rights reserved. Reproduction without permission is prohibited.



Weidmiiller 3£

i} Faworites @« IE-5R-2GT-UMTS(3G-AR006E7399 - IPsec » | |

State =
P Diagnostics
¥ Configuration
IPsec
IP configuration
Securshiow! Enable IPsec: @
Packet filter Enable NAT traversal: re
Cut & Alarm Limit MTU: re
P General settings Enable PFS: F @
P Access control Allows weak encryption: re
> Network Local interface: LAN | @
¥ VPN Local nexthop: @
OpenVFN I~ Use default route (@)
IPsec Local subnet: @
P genices Authentication method: © PSK (% Certificate (3)
P Prioritisation PSK: I @
b system Certificate: demo-clientl. pem x| @
b Information Send certificates: ifasked 7| @
Log level: info -1®
User samin @
Current IPsec connections:
Active  Connection name Operational mode Local ID Remote IP address CA certificate Remote ID Remote subnet ﬁ
Mo connections defined
Add new connection:
Operaticnal mode: Actve = @
Local ID: I @
Remote IP address: @
CA certificate: demoCApem = @
Remote ID: | @
Remote subnet: @
Add entry Apply settings Reset changes :I
[pane [T T [ [3@nternet R R

Figure 40: Configuration - VPN - IPsec - Tab ,Configuration®

The IPsec menu allows to create and establish virtual private network connections based on the standard
IPsec implementation. The Router can be configured both as IPsec client and IPsec server.

IPsec allows the encryption of the complete communication flow between the Router and a remote site on IP
level. IPsec provides encryption of subnets, which are located behind the respective VPN peers.

IPsec connections can be used with both PSK encryption (pre-shared key using user name and password)
as well as certificate based encryption.
Implemented IPsec features:

Key exchange: IKE (Internet Key Exchange) basedon ISAKMP (Internet Security Association and Key
Management Protocol)

IKE-Phases: Main-Mode (Phase 1) and Quick-Mode (Phase 2)

Authentication:  X.509-certificates or Pre-shared-key

DH groups: DH group 1 MODP 768, DH group 2 MODP 1024, DH group 5 MODP 1536
Data integrity: MD5 (128bit), SHA1 (160bit)

Encoding: DES (64bit), 3DES (192bit), AES (128bit), AES (192hit), AES (256bit)
Integrated hardware-based encoding

Ipsec mode: ESP tunnel

Maximum number of Ipsec connections: 64
NAT-Traversal: Yes
Dead-Peer-Detection: Yes

Note: By default the Router uses the parameters AES128, MD5, DH group 2 for Main-Mode and
AES128, SHA1 for Quick-Mode.
Authentication by ,,Aggressive-Mode is due to security reasons not supported!
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/2 « IE-SR-2GT-UMTS,/3G-AX00687399 - DHCP server » - Windows Internet Explorer =181 x|

e D 168, 1, 110/priv/priv. phpid= hd E || 2| [8¥ Live seard -
6: [&] hetp:1192. 158, 1. 1 10fprivfpriv. phprid=DHCPSERYER =l x| R e search |2

T} Favarites (é« IE-5R-2GT-UMTS(35-AR00667399 - DHCP sarver »

IE-SR-2GT-UNTS/36 K State

b Diagnostics
¥ Configuration
IP cenfiguration DHCP server
j:z:::::‘ Activate DHCP server: - ®
Cut & Alarm Activate DHCP relay: e
P General settings on following interfaces: LN T wan

P rccess contral

b Network DHCP server:

P VEN Interface: LAN

~ Senices Starting IP address:
DHCP server Ending IP address: l—
Dynamic DNS DHCP lease time: (seconds)

Web server
SMNMP
WModhbus TCP Interface: WAN

Client monitoring Starting IP address:
b Priaritisation Ending IF address:
DHCP lease time: l— (seconds)

b system

b Information
DHCP relay:

Ussr: sdmin 3 Automatic relay IP: r®

DHCP Relay 1st server IP address:
DHCP Relay 2nd server IP address:

Apply settings Reset changes

foore [ T EFRIES
Figure 41: Configuration - Services > DHCP Server - Tab ,Configuration®

In operating mode "IP Router", the built-in DHCP server can be used for allocating IP addresses on both
LAN-side and WAN side. By default (factory settings) the DHCP server is switched off.

Note:
The range of the IP addresses — which will be allocated to connecting DHCP clients - must be in the same
range as the IP address of the Router interface (LAN or WAN).

Alternatively, the Router can be configured as a DHCP relay. DHCP requests from clients which require an
IP address are then forwarded to the "real" DHCP server.
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/2 « IE-SR-2GT-UMTS,/3G-AX00687399 - Dynamic DNS » - Windows Internet Explorer == LI

5@- [&] hiep: 1292, 165.1. 110fprivfpriv. phprid=DymDnESERY | |E\ |&_7\ |£\ 8% Live search [2]-]
.7 Favorites

(é« IE-5R-2GT-UMTS3G-AX00667399 - Dynamic DNS »

IE-SR-2GT-UMTS3G kK Co —
Configuration

b Diagnostics

~ Configuration

Dynamic DNS
IP configuration

SecureMow!
Enable Dynamic DNS: re
Packetfilter

Cut & Alarm
P General settings

b wivow.dyndns.org username, password and dynamic domain:
Access contral

b User name: I ®
Network

b upn User passwiord: I @
< Senices Dyndns.org registered domain: | @

DHCP server Network Interface: waN(osh) = @

Dynamic DNS
Web server Apply settings Reset changes

SNMP
Modbus TCP

Client monitoring
P Prioritisation

P system

P Information

User: admin 3

Figure 42: Configuration - Services - Dynamic DNS - Tab ,Configuration®

This feature allows the Router - if connected to the Internet using dynamic IP address allocation - to be
accessed by a ,speaking” name via the public Dynamic DNS service of provider ,DynDNS.org".

/2 o IE-SR-ZGT-UMTS/3G-AX00687399 - Web server » - Windows Internet Explorer ‘Jﬂﬂ

G-\ [g http: /192, 168, 1110t priv. phprid="WERSER YER E‘ | $2 | % F'L--. Search P =
¢ Favortes @ « [e--2GT-UMTS[36 b -

[E-SR-2GT-UNTS3G |

¥ Diagnostics
= Configuration

Web server

IP configuration

Securehlow! Configure webinterface access:
Packetfitter
Cut & Alarm Enable HTTP server: =

b
General semngs Enable HTTPS server:

b control
S Authentication certificate: | dema-chient! pem ’I

P Matwark

Byen

= Senices Apply seltings Resel changes
DHCP sener

Dynamic DNS
Web server
SHMP
Modbus TCP
Chient monioring
P Prioritisation
b system
b Intormation

Usar gamin @

Figure 43: Configuration > Services - Web server - Tab ,Configuration®

Via this menu item the access protocol to the Web interface (http or https) can be configured.
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5.?: =[] hitp://192,168. 1,110 priv/priv. phptid=SNMPSERY

IE-SR-2GT-UNTS3G
P Diagnostics
= Configuration
IP configuration
SecureMow!
Facketfilter
Cut & Alarm
P General settings
P Access control
P netwark
L
~ Senices
DHCP server
Oynamic DNS
Web server
SNMP
Modbus TCP

Client monitoring
P Prioritisation

P system

b Information

User samin B

=] &[] | [ Live searcn [2]-]

i} Favorites gk IE-SR-2GT-UMTS(3G-ARD06E7 399 - SNMP =

SNMP

Enable SHMPF:

SNMPv1/v2:
SNMPy3:

SNMP read only access:
Community Name:
Community IF;

Community netvork mask

SNMF read,write access:
Community Name:
Community IP:

Community network mask:

SNMPv3 username and encryption:
User name read only:

Passviord:

User name read/write:

Passviord:

Preshared Key for encryption:

SNMP traps:
Enable SNMP Trap Generation:
SNMF Trap Community Name:

SNMF Trap Receiver IF:

Apply settings Reset cha

o

re
@

nges

@ Generate PSK

Figure 44: Configuration - Services > SNMP - Tab ,Configuration®

Ll

Activation / deactivation of the SNMP protocol (Simple Network Management Protocol). Versions
v1/iv2/v3 are supported. Router data can be requested using Standard MIB-II.
Note: Currently no SNMP-traps are implemented.

4[| X [|RY Live Searc p-

0—:\.0 1) it /7152.168, 1.1 10]riv priv. phprid=MODELS T =&

L Favorites

IE-SR-2GT-UNTSAG kel

P Diagnostics

* Configuration
IP configuration
Secureblaw!
Packet itter
Cut & Alarm
P General setings
P access control
P hatwork

Boyven

8 « IE-5R-2GT-UMTS/3G-AX00667399 - Modbus TP »

Modbus TCP

Enable Modbus TCP server: [T @
Server part: I_ ®
Client address:
Password: of @
o

Verbose logging: r®

Confirm password:

[ @

= Senices

Apply settings Reset changes

DHCP server
Dynamic DNS
Web server
SNMP

Modbus TCP

Client manioring

Figure 45: Configuration - Services - Modbus TCP - Tab ,Configuration®

Activation / deactivation of the integrated ModbusTCP-Server. Allows external Ethernet controllers that und-
erstand the ModbusTCP protocol to query Router states and control information. Using the ModbusTCP
protocol e.g. VPN connections (IPsec and OpenVPN) can be activated and deactivated. Additionally events
like ,Cut® or ,Alarm“ can be monitored and reset (acknowledged).
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|E-SR-2GT-UMTSAG bl m

¥ Diagnostics

= Configuration .
Client monitoring
1P configurstion

SecureNowl Current monitoring table:
Packet finer
Cut & Alarm

¥ Ganeral setings W P address Delay{ms) Packet loss{%)

P access contrel Monitoring table is empty

¥ Matwark
E-mall server:
LR
[ — E-mall address: [
DHCP senver
Dynamic DNS
Add new entry:
Wb Server
SHMP 1P address: Delay: Packet loss:
Madbus TEP l e %
Chent montoring
Add entry Apply settings Heael changes
B Pricritisation

b system

¥ information

sar wamin )

the information about a lost connection of a monitored device by mail.

Figure 46: Configuration - Services - Client Monitoring > Tab ,Configuration®

Allows the monitoring (still alive?) of network devices via a cyclic query using the ICMP protocol (ping re-
guest). As an action if a monitored Ethernet device is no longer available an ,Alarm® or a ,Cut” event can be
triggered. Additionally the connection to a mail server and a target mail address can be configured to send

Fore more detailed information please refer to Appendix C2 (Method 3).

State

[rone =] @

none
Alarm
Cut

IE-SR-2GT-UNMTS/36 ~ _
Configuration

b Diagnostics

~ Configuration L
Prioritisation WAN
IP configuration
ZecureMow!

Enable prioritisation: M @
Packet filter

Interface bitrate limit: (1024000  KBit/s
Cut & Alarm ®

b General setiings Lo
g Current prioritisation table:
P Access control

~ Prioritisation

Add entry Apply settings Reset changes

Figure 47: Configuration - Prioritization > WAN - Tab ,Configuration®

addresses and protocols).

P Netwark | |D'|rect'|on MAC address 1P address Subnet mask
LV The prioritisation table is empty.
P senvices

Lok Add new prioritisation class: @)
LAN
3G Shaping criteria: P MAC:[T Ethernet: [T VLAN:[C (@
b system Description (3) Bitrate (?) Priority ()  IP protocol () Ethernet protocol (?) 1P Type of Service (3)
P Information | KBit/s 0= B -
User: sgmin B Direction MAC address (3) 1P address (3) Subnet mask (@)
Source: /
Destination: /

With this feature outgoing traffic on the WAN interface can be classified and prioritized. The prioritization
("traffic shaping™) can be configured on both Layer 2 (based on MAC addresses) and at Layer 3 (IP

TCP/UDP port

VLANID ()  VLAN QoS ()

—

TCP/UDP port (3
—
—
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P Diagnostics
~ Configuration
IP configuration
SecureMow!
Packetfilter
Cut & Alarm
P General settings
P Access control
P Network
LV
P Senices
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WAN
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3G

b system

P Information

User: admin B

(& « IE-SR-2GT-UMTS|3G-AX00687399 - Prioritisation LA. ..

=Bl [ 4] [ o] [R Live search
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Enable prioritisation: | @
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Add new prioritisation class: (3

Shaping criteria:
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Source:
Destination:
Add entry Apply settings

MAC address

IP:[v MAC:[C Ethernet: [~ VLAN:[C @

1P address Subnet mask TCP/UDP port
The prioritisation table is empty.
Priority () 1P protocol () Ethernet protocol (&) TP Type of Service (&) VIANID (3)  VLAN QoS (3

o=l - H [
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r— —
I 1

—

TCP/UDP port (3
—
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Reset changes

Weidmiiller 3£

Figure 48: Configuration = Prioritization - LAN - Tab ,Configuration®
With this feature outgoing traffic on the LAN interface can be classified and prioritized. The prioritization

("traffic shaping™) can be configured on both Layer 2 (based on MAC addresses) and at Layer 3 (IP
addresses and protocols).

/2 « IE-5R-2GT-UMTS,/3G-AX00687399 - Prioritisation 3G » - Windows Internet Explorer

G; =[] hitp:/y192.168.1.110]priv/priv. phprid=PRICUMTS

7 Favorites

3 /[ | [R Live search
@& IE-SR-2GT-UMTS)3G-AX00657399 - Prioritisation 3G »

|IE-SR-ZGT-UMTSI3G

P Diagnostics

¥ Configuration
IF configuration
SecureMow!
Packetfilter
Cut & Alarm
P General settings
P Access control
P Netwark
LV
P Senices
~ Frioritisation
WAN
LAN
3G

b system

P Information

User: 2dmin B

Prioritisation 3G

Enable prioritisation: ¥ | @

Interface bitrate limit: (7200 KBit/s (@)
Current prioritisation table:

- 1 & ‘Direction

Add new prioritisation class: (@)

Shaping criteria:

Description (&) Bitrate ()

| KBit/s
Direction MAC address (&)
Source:
Destination:

Add entry Apply settings

Note:

This option is only available for Router model IE-SR-2G-
UMTS/3G which is equipped with an integrated 3G modem.

IF:[¥ MAC: [ Ethernet: [~ VLAN: [T @

MAC address 1P address Subnet mask TCP/UDP port
The prioritisation table is empty.
Priority ()  IP protocol () Ethernet protocol (&) P Type of Service (&) VLANID (33 VLAN QoS ()

P address (3) Subnet mask (3)

. —
I 1

—

TCP/UDP port ()
T
—

Reset changes

Figure 49: Configuration - Prioritization > 3G - Tab ,Configuration®
With this feature outgoing traffic on the 3G wireless interface can be classified and prioritized. The

prioritization ("traffic shaping”) can be configured on both Layer 2 (based on MAC addresses) and at Layer 3
(IP addresses and protocols).
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|E-8R-2GT-UNTS/3G _

b Diagnostics

b Connguration
Backup settings
v System

Backup sekings Manually save the system settings

Sofware update Backup the current system sattings of the device to a file on your local machine with "Dovinload settings”

Factory defaults
Save

Behoot Restore the device settings

¥ Information Backup file [ Browse. |®

Uner samin @ Download settings Restore setings

Figure 50: System - Backup settings > Tab ,System*

With this menu item, the Router configuration can be stored or restored to/from the file system of the
connected computer. The exported configuration file is of extension type <name>.cf2 and encrypted.
Note: For creating a configuration backup file (.cf2) always the configuration currently stored in the Flash
memory will be used. Please save the configuration to Flash memory before creating a backup file.

[E-3R-26T-UNTS/3G | _

P Dlagnostics
P Contguration
Software update
= System
ck Ing
Backup setlings Waning:
Software update The firmware update may take several minutes.
Factory defaults Flease do not turn off the powar or press the resat button.
Save The update MUST NOT be interrupted!
Rehoot
]
Information = Update from firmvare sarver @
Update protocol: |HTTP vl@
User samin [
Server address: I @
Filaname and location: | @

* Update by browser upload (@

[ _Browse..

r Set the 'factory defaults' of the new firmware. (@

Start Update

Figure 51: System > Software update > Tab ,System*
With this menu item a firmware update can be carried out.

The firmware update can be done via a FTP, TFTP or HTTP server or by a browser upload getting the firm-
ware file directly from the connected configuration PC.

The easiest way to update the Router with a new firmware is to use the function ,,Update by browser
upload®.

Additionally it can be determined whether the Router should be reset to factory default settings after the
firmware update. If not set then the Router will use current configuration after firmware update.

Copyright © 2013 Weidmiiller Interface GmbH & Co. KG 44 [ 103

All rights reserved. Reproduction without permission is prohibited.




Weidmiiller 3£

/2 « IE-SR-2GT-UMTS/3G-AX00687399 - Factory defaults » - Windows Internet Explorer =l x|

G.’\qv [ ritp:1192.168.1.110{prrv /v, phe7id=FACTOR YDEFALLTS SlE ool xR e searcr P

L Favortes 8 « [£-5R-2GT-UMTS{3G-AX00667399 - Factory defauts »

IE-SR-2GT-UNTS3G |

b Diagnostics
b Configuration

Factory defaults
= System
Back ting
ackup setlings war"i“g:
Software update
Resetting the device to its factory default configuration will

Factory defaults
- ’ cause all changes that have been made to the unit to be permanently lost.
soud The unit will reboot once this function is executed.
Reboot
Reset to factory defaults
b Information
user somin 3

Figure 52: System - Factory defaults - Tab ,System*
With this menu item the Router can be set to factory default settings.

Please note that doing a reset to factory values the IP addresses will be changed and the connection
between the Router and the configuration PC can be lost.

Basic factory settings:

IP address LAN port : 192.168.1.110
IP address WAN port : 192.168.2.110
User name : admin
Password : Detmold
[S==EcR ===
Q’ 3| B Ptp/ 1901681 110 priv v, phpTick= GENERAL SAVE £ - 20X || B oIE-5R-26T-UMTSA6-A00, ¥ £ e

Niov B - v Setes Sighehete Bgmiv @ 5L

This icon (disk symbol) starts flashing if the configuration has been changed
and activated but not saved. Clicking on the icon the web interface jumps
into this menu item (regardless the window which currently is displayed)

IE-SR-20T-UMTSG |l

¥ Diagnostics
¥ Configuration
Save
= System
Backup semngs
State of your cument configuration: changes made
Sofwars update
Factory defauts
State of configurabian an card in SCM slot: not saved
Save
Raboot
¥ Infomsastion
Save the cumently active changes you've made to the non-volatile flash memaory of the device (and on a potentially inserted card in the SCM slot).
Sawe sattings
Uner semin [

Figure 53: System - Save - Tab ,System* (Screenshot of Router with inserted SIM memory
card)

Save the configuration into flash memory of the device. If a SIM memory card is inserted in the
memory card slot (SCM) at the rear side of the Router then additionally the device configuration
will be stored on the SIM memory card.
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& « IE-SR-2GT-LAN-AX007307... X
File Edit View Favorites Teols Help

f v B) v (0 @m v Pagew Sefetyv Took~ @~ &

IE-SR-2GT-LAN

P Diagnostics

P Configuration
= System
Backup settings State of your current configuration: no changes made
Software update
Factory defaults State of configuration on card in SCM slot: no card in SCM slot
Save settings
Save

Reboot

P Information

Figure 54: System - Save - Tab ,System* (Screenshot of Router without SIM memory card)

/2 « IE-SR-2GT-UMTS/ 3G-AX00667399 - Reboot » -

. Favarites

ndows Internet Explorer

2 B e P -
(8 < [E-5R-2GT-UMTS/3G-A4006573%9 - Reboot »

IE-SR-2GT-UMTS/3G

¥ Diagnostics

¥ Configuration

Reboot

= Gystem
Bachup seftings

State of your current configuration:
Software update

changes made
Factory defaults

Save

Reboot Discard the changed settings by rebooting the device.

¥ Information

Usar sdmin B

Figure 55: System - Reboot - Tab ,System”

Forcing a reboot of the Router.

The status message indicates whether the current configuration is saved or not.
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A. Application scenarios (Uses cases) for Routing, NAT and Firewalling

A1 - Configuring the Router to connect 2 networks with different IP ad-

dress ranges

This Technical Note applies to the Weidmdiller Industrial Router IE-SR-2GT-LAN and IE-SR-2GT-UMTS/3G

Application requirements:

There are 2 industrial Ethernet networks which shall be connected by the Router. Each network has its own IP address
range. Every Ethernet node in both networks shall have the possibility to communicate with each other.
No special firewall filter rules shall be configured.

In this example the IP address ranges are set to

192.168.10.0 / 255.255.255.0 for Network 1 and
192.168.20.0 / 255.255.255.0 for Network 2

The Router interfaces will be set to

192.168.10.254 /255.255.255.0
192.168.20.254 /255.255.255.0

for LAN interface and
for WAN interface

Network diagram of below described application scenario

Network 1: 192.168.10.0 / 24
(Class C)

/ Device A \

192.168.10.100
255.255.255.0
GW 192.168.10.254

/ Device B \

192.168.10.101
255.255.255.0
GW 192.168.10.254

/ Device C \

192.168.10.102
255.255.255.0
GW 192.168.10.254

Data communication
allowed in both directions

NS E—

WAN-Port
1192.168.20.254
| 255.255.255.0

LAN-Port

192.168.10.254
255.255.255.0

Configuration PC
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Network 2: 192.168.20.0 / 24
(Class C)

/ Device E \

192.168.20.100
255.255.255.0
GW 192.168.20.254

/ Device F \

192.168.20.101
255.255.255.0
GW 192.168.20.254

/ Device G \

192.168.20.102
255.255.255.0
GW 192.168.20.254
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How to configure the Router

Starting situation
The Router is set with factory default values and can be accessed either using the LAN port by IP address 192.168.1.110
or using the WAN port by IP address 192.168.2.110.

1. Connect the configuration PC to the Router using the LAN Port (this port will be used in the example).
Note: Use autonegotiation on the Ethernet Interface of the PC

2. Change the IP address of the PC to one of the range 192.168.1.0/ 24
> e.qg. IP address 192.168.1.99
Subnet mask 255.255.255.0
Standardgateway can be left blank due to direct cable connection

3. Start aweb browser and login into the web Interface of Router (http://192.168.1.110)
User: admin
Password: Detmold

&l _iojx
G@ @ [&] http:/7192,168.1.110ipriv/priv, php? d=STARTPAGE = #2115 [ org 2]

Datei Bearbeiten Ansicht  Favoriten  Extras 7

¢ Favoriten (@ « [E-5R-2GT-LAN-AX00730592 - System State » iR - [ pm v Seite~ Sicherheit  Extras - (@

|E-SR-2GT-LAN
¥ Diagnostics System data System state
System State System name: [E-SR-2GT-LAN-AX00730692 Date & time: Saturday, 08 Jan 2000, 04:31(Europe/Beriin)
Eventlag Device type: [E-SR-2GT-LAN Uptime: 04:31:56 up 0 min, load average: 0.23, 0.06, 0.01
VAN Seria-lo AXDOT30652 OpenVPN sessions: Masters: active 0, listening 0, Clients: 0
A Firmware version 2.2.3 (Build 61039) Psec tunnels: N
Ping test
WAC-Address WAN D0ASTEFE00:01
Remote capture
WAC-Address LAN: D0:ASTEFED0:00 System usage
" Confguration Device mode: P router Flash Lo
b System Memary M%
P Information cPu 4%
vsr=mBE | Network statistic Interface state
Interface [wANE] Interface  State IPMNetmask IP Assignment DHCP Server
WAN Receive s WAN enabled  192.188.2.110/ 255.255.255.0 static disabled
o
— Lan enabled  192.188.1.110/255.255.255.0 static disabled
i
WAN Transmit ——
e
fees
o
Latest five messages
Eventiog
Jan & 04:31:43 [E-SR-2GT-LAN-AX00730692 system: [E-SR-2GT-LAN 2.2.3 SVI-R6198.5-61039, system ready’
Jan 8 04:31:40 [E-SR-2GT-LAN-AXD0730892 statusd: Inserted card cannot be read!
Jan § 04:31:36 [E-SR-2GT-LAN-AX00730692 adsdpd: Starting daemon for ethernet connections

Quicklinks: Securelow! Reload

[Fertig [ [ @ meme [Fa~[®Reew -
Figure Al-1: Login page of the Router (equivalent with menu Diagnostics = System State)

4. Set the basic IP configuration
» Select menu Configuration =2 IP configuration
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3| =10l x|

@“—.\:; = [&] Ftp:i7192.168.1.110/priv fpriv. php?id—TPCONF

2]

Datei  Bearbeitem  Ansicht  Favoriben  Extras 2

oy Favoriten (@8 « IE-SR-2GT-LAN-ARD0730692 - IP configuration »

- <[] p=h - Seite ~ Sicherhelt ~ Extras - (@~

IE-SR-2GT-LAN . . :
Configuration
b Diagnostics
= Configuration
IP configuration
IP configuration
Securshiow! Operational mode: IP router =@
Fadket filter
Cut & Alarm
P General s=ttings VWAN:
P acosss control
s IP assignment: static 'I @
b Metwork
IP address: 152.168.2.110
b vPN
Subnet mask: 255.255.255.0
P Servicss
B Prioritisation MAT (Masguerading): - @
P System Lan:
B information
IP assignment: static -l @
eer 2omn & IP address: 1521681110
Subnet mask: 265 2565 255 0
MAT (Masquerading): @
Default gateway:
1P address: @
Apply settings Reset changes
|http:,l’,l’www.weidmueller.cnm,l’ie

Screenshot of the default IP
configuration of the Router

,_,_,_ ,_ ,_,@@ Internet

va - [®esn

A

Figure A1-2: Default values of menu IP configuration

» Configure the menu entries as following shown

Operational mode:
IP address parameters WAN Port:

IP address parameters LAN Port:

Default gateway

IP Router
static

192.168.20.254
255.255.255.0 (Class C)

NAT (masquerading) not set (leave checkbox empty)

static

192.168.10.254
255.255.255.0 (Class C)

NAT (masquerading) not set (leave checkbox empty)

Can be left blank because there exists no further target network

» Click button “Apply settings” to activate the new settings.
Now the configured parameters will be activated (but not saved). After a few seconds the web interface displays the

new IP addresses as shown in Figure 3. Please keep in mind that you now have lost the Router connection due to
changing the IP address range of your connected LAN port.
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.f_.‘ « IE-SR-2GT-UMTS/3G-AX00711578 » - Windows Internet Explorer gl ;Iglil
5\::: v [ hitp:/i172.18.1.252/privfupateinfo, php?session= L Escript=jpriv/priv.phprid=IPCONFEINfo=ipinfa Y ToyOntpojaTY ToxOntzCiMelmIyMtrezaxiibo (2] | 44| % | [ 6ng |2

Datsi  Bearbeiten Ansicht  Favoriten Estras 7

¢ Favorten {0} « IE-5R-2GT-UMTS/3G-AXO07L 1578 » - - [ g - Seite - Sicherheit -~ Extras - (g~

IE-SR2GT-UMTS/2G

Flease wait, loading...
b Diagnostics
b The netwaork settings are changed.
Configuration
P system If your connection is interrupted dick on the respective link below. Choose the interface you are connected at.
? Infarmation If o connection can be established please check the [P configuration of your computer and the cabling. In some cases it may be necessary to delete the ARP cache of your computer.

IP address LAN: (192,168, 10.254]

Lser somn @
IP address WAN: (182,168 20, 254)

Screenshot of Router showing the changed IP addresses

Figure A1-3: Display of activated new IP addresses of LAN and WAN port

4. Change the IP address of the configuration PC according to the connected network 192.168.10.0/ 24
» To reconnect to the Router now set the IP address of the PC to the new values
IP address: 192.168.10.99
Subnet mask: 255.255.255.0
Standard-Gateway: 192.168.10.254

» Again login into the Web interface of the Router using a Web browser
Use IP address 192.168.10.254 (http://192.10.1.254) on LAN port
User: admin
Password:  Detmold

5\_\__: =[] hiep://192.168.10.254 3 Configuration = \§HE| [Eeng |E|

Datei  Bearbeiten  Ansicht  Favariten  Extras 7

. Favoriten (@ 4 IE-SR-2GT-UMTS/3G-AX007 1 1576 - System State » i - - [ g - Ssite - Sicherhelt - Extras - (g~

IE-SR-2GT-UMTS/2G |l

7 Dizgnestics System data System state
System State System name: E-SR-2GT-UMTS/3G-AX00711578 Date & time. Tuesday, 29 May 2012, 12:45(Europe/Berlin)
Eventicg Device type: E-SR-2GT-UNTS/3G Uptime: 12:45:34 up 3:00, load average: 0.23, 0.08, 0.01
AN Seriak-ho.: AX00T11578 OpenVPH sessions: Wasters: active 0, listening 0, Clients: 0
b Firmuware version 2.2.3 (Buid §1298" =57 EDRINN Peec tunnels h
e
MAC-Address WAN 00:18:82:01.E0:AF
Fing test
MAC-Address LAN: 00:18:92:01:E0:AD System usage
Remote capture
Device mode: P router Flash 2%
Memory: 26%
IF configuration - "
Securehow!
Padket filter Network statistic Interface state
Cut & Alarm nterface AN Interface  State  IPiHetwork mask IP Assignment  DHCP Server
b General seitings WAN Receive - WAN enabled 182 .168.20.254 / 255.255.255.0 static disabled
e
b Acosss control ,": LAN enabled  192.188.10.254 /255.255.255.0 static disabled
b Metwork e 36 disabled
b VPN WAN Transmit praenkis
s
P Services b
b Priodtization L
P system
P Information Latest five messages
Eventiog
Way 29 12:44:50 [E-SR-2GT-UMTS-AX00711578 config.db: WAN [P address’ = 192.168.20.254'
User ammn @
Way 29 12:44:50 [E-SR-2GT-UMTS-AX00711578 config.db: "LAN IP address’ = 192 168.10.254' Screenshot of the Router
May 20 12:44:50 E-SR-2GT-UMTS-AX00711578 config.db: DS via DHCF' = ShOWi ng new |IP addresses
Way 29 12:44:50 [E-SR-2GT-UMTS-AX00711578 config.db: ‘Gateway via DHCF =~

May 29 12:44:50 E-SR-2GT-UMTS-AX00711578 config.db: Settings change by: "admin’, from source: ‘web interface’
Quicklinks: SecureMow! Reload

Figure Al-4: Web interface after Login with change IP addresses
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5. Monitoring the currently active “routes”

» Select menu Configuration - Network - IP routing > Tab “State”

/7 & TE-SR-2GT-UMTS,/3G-AX0071 1578 - TP routing » - Windows Internet Explorer

=TI l=lk)
G‘-‘—:' ] Vite 11192.168.10.254serelpriv phonid=3TROUTINGS TAT EIEIE o o
Datei  Bearbeiten Anskht Favoriten Extras 7
i Favorten @ « [E-5R-2GT-UMTS/3G-AX0071 1578 - IP routing » -8 | e+ Seke s+ Sicherheit = Extras~ e

IE-5R-2GT-UMTS2E | Configuration _

¥ Diagnostios
7 Configuration TF routing
IP configueation
SacureNow’ Acki ti table:
Fadat finer
152,168, 10.0/24 dev LAN proto kernel scope link src 192. 168, 10. 254 1 1
e e P e e e L Currently active routing table
st s
¥ Access contrel
 Nebwork Reload

ONS

IF routing
Fonwarding
11 NAT

Metwork groups

Hardwara groups

Figure A1-5: Menu IP routing (Tab State) showing the new active routing table

6. Saving the new configuration

» Select menu System -> Save or Click on the Disk icon in the upper left corner of the web interface

ef\-. | @8 hinp 1921881000/ privi piiv.phpid= GENERALSANE
Bov B v v Seter Sghemenw Eqrasv @ [

IE-SAIGT.UNMTSAG el m

D= B X || @ ESR26T-UMISIGAM...

¥ Disgnostics
¥ Configuration
Save
= System
Eackup setings — T ha d
our current configuration: nges
Software spdate. “ made
Factory dafasits
State of configuration om cand in SCM slot: not saved
Save
Resoot
¥ information
Save the currently active changes you've made to the nonevolatile Rash memory of the device (and on 2 potentially inserted card in the SCM st
Save wattings
U wawie 3

Figure A1-6: Menu System = Save before saving the configuration

» Click on button “Save settings” to save the current configuration to the non-volatile flash memory of the
Router. If a SIM memory card is installed the configuration automatically willbe stored on the SIM memory card.

Additionally the configuration can be stored on the file system of the PC.
» Select menu System - Backup settings
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/2w TE-SR-2GT-UMTS,/ 3G-AX0071 1576 - Bac kup settings » - Windows Internet Explorer ‘ .I-Imﬁl
G“\v [ tiro:1192.168. 10,254 peivfpriv phiTid=BacKLE El 4 f[ x| [Seng ZEE
Datei Bearbeiten Ansiht Fawvoriten Extras 7

o Favorten @ . IE-SR-2GT-UMTS/35-A%007 1 1576 - Backup settings » i - B-3 =+ Seke = Sicherheit = Extras = 9—

IE-SRIET-UMTS G _

¥ Diagnostios

b Configuration
Backup settings
= System
Bagup settings Manually save the system settings
Sotwars update Badwp the current system settings of the device to a file on your local machine with Download settings”.
Factory defaults
Save
Raboot Restore the device settings
¥ Information Badup fle: @
Download settings Restore settings

s e

Figure A1-7: Menu System - Backup settings after saving the configuration

» Click on button “Download settings” to write the configuration file to the PC hard disk (Backup file has the default
extension *.cf2”)

Now the configuration of the Router is finished!

Testing the accessibility between Ethernet Devices of both networks

1. Run 3 Ping commands from a device of Ethernet network 1 (192.168.10.0/24) using below described
addresses (members of network 2)

- ping 192.168.20.100

- ping 192.168.20.101

- ping 192.168.20.102

Result: All sent “pings” should be answered by the requested IP addresses correctly.

2. Run 3 Ping commands from a device of Ethernet network 2 (192.168.20.0/24) using below described
addresses (members of network 1)

- ping 192.168.10.100

- ping 192.168.10.101

- ping 192.168.10.102

Result: All sent “pings” should be answered by the requested IP addresses correctly.

Note:

1. If you perform the ping test using PC’s please check your firewall configuration to ensure that ping re-
guests and echoes are allowed.

2. Keep in mind that every device which will be used for ping testing needs an entry for the standard gateway
(IP address is pointing to the Router of the PC’s network)
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A2 - Connecting 2 Ethernet networks with activated NAT masquerading
and using IP address forwarding

This Technical Note applies to the Weidmiller Industrial Router IE-SR-2GT-LAN and IE-SR-2GT-UMTS/3G

Application requirements:

There are 2 industrial Ethernet networks which are connected by the Router. Each network has its own IP address
range. For security reasons the IP addresses of network 1 shall be hidden against devices of network 2. As an exception
2 devices (C and D) of network 1 should be accessible directly from devices of network 2.

No special firewall filter rules shall be configured.

Solution:

1. Activating “NAT masquerading” at WAN port of the Router which is connected to network 2. As result the sender IP
addresses of any outgoing traffic at WAN port — initiated by devices of network 1 connect to LAN port — will be trans-
lated to the IP address of the Router’s WAN port. From the perspective of the receivers the sender is always the Router
WAN port. The IP addresses of devices connected to the LAN port will be hidden and are not visible.

2. To get access to the devices C and D of the hidden network 1 the Router’s “IP address forwarding” feature can be
used, which assigns devices C and D an additional and unused IP address from the range of network 2. Effectively the
Router will have 3 IP addresses at WAN port (Physical WAN IP address and 2 virtual IP addresses). This feature acts
as a special kind of “port forwarding” using only IP addresses and omitting the ports.

Note: Generally “masquerading” only hides a sender IP address (e.g. outgoing from LAN to WAN) but does NOT
block the access to this LAN IP address from WAN network. This explicitly has to be done by a firewall rule.

In this example the IP address ranges are set to
192.168.10.0 / 255.255.255.0 for network 1 and
192.168.20.0 / 255.255.255.0 for network 2

The Router interfaces will be set to
192.168.10.254 / 255.255.255.0 for LAN interface and
192.168.20.254 / 255.255.255.0 for WAN interface

Network diagram of below described application scenario

Tasks: 1. Hiding the IP addresses of network 1 by activating NAT masquerading at router’'s WAN port
2. As an exception devices C and D should be accessed directly by assigning a virtual IP address from the IP range of

network 2
Network 1: 192.168.10.0 / 24 SALIE _ Network 2: 192.168.20.0 / 24
Class C) 1. Activating NAT masquerading on (Class C)
( WAN port
. 2. Assigning not used IP addresses .
/ Device A \ of network 2 as virtual IP addresses / Device E \
TR to devices of network 1 which shall 192.168.20.100

be accessed directly

255.255.255.0 255.255.255.0
GW 192.168.10.254 No Standard gateway
LAN port WAN port
192.168.10.254 : 192.168.20.254
255.255.255.0 ¢ 255.255.255.0 /" DeviceF \
192.168.10.101 = 192.168.20.202 192.168.20.101
255.255.255.0 == 192.168.20.203 255.255.255.0
GW 192.168.10.254 No Standard gateway

All IP addresses of network 1 will be

hidden by the router. Any IP address of / Device G \
outgoing traffic from network 1 will be
192.168.10.102 translated to the IP address of WAN Bt A
255.255.255.0 port of the router (192.168.20.254). 255.255.255.0
GW 192.168.10.254 No Standard gateway

Device C can directly accessed by
assigning a virtual IP address
192.168.20.202 (from range of network 2)

. .10.1
:;9525126585 2055003 | Device D can directly accessed by

assigning a virtual IP address
GW 192.168.10.254
192.168.20.203 (from range of network 2)
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Starting situation
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The Router is set with factory default values and can be accessed either using the LAN port by IP address 192.168.1.110

or using the WAN port by IP address 192.168.2.110.

1. Connect the configuration PC to the Router using the LAN Port (this port will be used in the example).
Note: Use autonegotiation on the Ethernet Interface of the PC

2. Change the IP address of the PC to one of the range 192.168.1.0/ 24
> e.q. IP address 192.168.1.99
Subnet mask 255.255.255.0
Standardgateway can be left blank due to direct cable connection

3. Start a Web browser and login into the Web Interface of Router (http://192.168.1.110)
User: admin
Password:  Detmold

/2 « IE-SR-2GT-LAN-AX00730692 - System State » - Windows Internet Explorer 8| -0l x|
@‘@ ® [&] http:17192.168.1.110jpriv/priv. php? d=STARTPAGE = \i\ \i\ [=eing =

Datei Bearbeiten Ansicht  Favoriten  Extras 7

. Favoriten (@8 « [E-5R-2GT-LAN-AX00730592 - System State > 5 - - [ @ - Seite - Sicherheit - Extras - (@@~

|E-SR-2GT-LAN
¥ Diagnostics System data System state
System State System name: [E-SR-2GT-LAN-AX00730682 Date & time: Saturday, 08 Jan 2000, 04:31(Europe/Beriin)
Eventiog Device type: E-SR-2GT-LAN Uptime: 04:31:58 up 0 min, load average: 0.23, 0.08, 0.01
ViAN Seriak-No. AX00730692 OpenVPN sessions: Masters: active 0, listening 0, Clients: 0
o Firmware version 223 (Build 61038) [Feec tunnels: o
Ping test
MAC-Address WAN D0:ASTEFED0:0
Remote capture
MAC-Address LAN: 00:15:TEFE00:00 System usage
! Configuration Device mode: P router Flash 155
b System Wemory: 2%
P Information CRU 2%
wr=mB | Network statistic Interface state
Intertace [WANE] Interface  State IPletmask IP Assignment DHCP Server
VisN Receive ey WAN enabled  192.168.2.110/ 255.255.255.0 static disabled
o
m— LAN enabled  182.168.1.110/ 255 255 255.0 static disabled
winn
VAN Transmit et
i
s
winn
Latest five messages
Eventiog
Jan & 04:31:43 E-3R-2GT-LAN-AX00720692 system: [E-SR-26T-LAN 2.2.3 SWN-R6199.8-61029, system ready!
Jan & 04:31:40 [E-SR-2GT-LAN-AX00720692 statusd: Inserted card cannot be read!
Jan B 04:31:36 [E-SR-2GT-LAN-AX00730692 adsdpd: Starting dasmon for thernet connections

Quicklinks: Securelow! Reload

Fertia [T T [ mtemet [7a~[®Resm - 4
Figure A2-1: Login page of the Router (equivalent with menu Diagnostics > System State)
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4. Set the basic IP configuration and activate NAT masquerading
» Select menu Configuration - IP configuration

/= « IE-SR-ZGT-LAN-AX00730692 - IF configuration » - Windows Internet Explorer a| 13l x|
5\:_; = [&] hep:i192.168.1.110/priv/priv. phpTid=IPCONF =1 [##|] x| [S 5ina |2 |-
Dakei  Bearbeiten  Ansicht  Favoriben  Extras 7
oy Favoriten @8 « IE-SR-2GT-LAN-AXD0730692 - IP configuration » - - | g v Seite - Sicherheit - Extras - -
IE-SR-ZBT-LAN -
Configuration
b Diagnestics
= Configuration
IP configuration
IP configuration
Securshiow! Operational mode: IP router 'I @
Packet filter
Cut & Alarm
b General s=ttings WWAN:
P Acoess control
Bt IP assignment: static 'I ®
b Metwork
IP address: 1521682110
b e bnet ke 255 255 2850
Subnet mask:
b Senvioes Screenshot of the default IP
P Pricatistion NAT (rasqueradin): re configuration of the Router
P system LAN:
B Information
IP assignment: static vI ®
User zamin [ IP address: 152.168.1.110
Subnet mask: 255.255.255.0
NAT (Masquerading): -r®
Default gateway:
IF address: @
Apply settings Reset changes
|http:,l’,l’www.weidmueller.cUm,l’ie E |§ Internet v";] - | B -~ Z

Figure A2-2: Default factory settings of menu IP configuration

» Configure the menu entries as below described

Operational mode: IP Router
IP address parameters WAN Port: static
192.168.20.254
255.255.255.0 (Class C)
Click and Set the checkbox NAT (masquerading)

IP address parameters LAN Port: static
192.168.10.254
255.255.255.0 (Class C)
NAT (masquerading) not set (leave checkbox empty)

Default gateway Can be left blank because there exists no further target network

» Click button “Apply settings” to activate the new settings.

Now the configured parameters will be activated (but not saved). After a few seconds the web interface displays the
new IP addresses as shown in Figure A2-3.
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Please keep in mind that you now have lost the Router connection due to changing the IP address range of your
connected LAN port.

/2 « IE-SR-2GT-UMTS/3G-AX00711578 » - Windows Internet Explorer

&l -0l
5@ = [&] hitp:/i172.18.1.252/privfupsateinfo, php?session= L &script=priv/priv.phprid=IPCONFEIN o= ¥ ToyOntpojaTY TosOntzCiMemIy Mt rezaxiDo (2] | 44| % | [ g |2 |-

Datei  Bearbeten Ansicht  Favoriten  Extras 7

{2 Favariten (;J « [E-5R-2GT-UMTS/3G-AX007 L1575 =

- < () ) v Seite - Sicherheit + Extras + (@

IE-SR-2GT-UMTS/2G

Please wait, loading...
b Diagnostics

b The netwaork settings are changed.

Configuration

b System If your connection is interrupted dick on the respective link below, Choose the interface you are connected at.
P Information

If no connection can be established please check the IP configuration of your computer and the cabling. In some cases it may be necessary to delete the ARP cache of your computer,

IP address LAN: (192,168, 10.254]

Lser somn @
IP address WAN: (192,168, 20, 254)

Screenshot of Router showing
the changed IP addresses

Figure A2-3: Display of activated new IP addresses of LAN and WAN port

5. Change the IP address of the configuration PC according to the connected network 192.168.10.0 / 24
» To reconnect to the Router now set the IP address of the PC to the new values
IP address: 192.168.10.99
Subnet mask: 255.255.255.0
Standard-Gateway: 192.168.10.254

6. Again login into the Web interface of the Router using a Web browser
Use IP address 192.168.10.254 (http://192.10.1.254) on LAN port
User: admin
Password:  Detmold

7. Verify that configured parameters are valid
» Select menu Configuration = IP configuration
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B -10| x|

¢ Favorten (g < IE-SR-2GT-UMTS/3G-AX00687399 - IP configuration »

< v Seke - Scherhet - Extras~ )~

IEsR2eTUMTSe _
¥ Diagmostios
- i TP configuration
1P orfigurstion
Sesurmiios! Operational mode: [iF router ze
Fachat filter
Cut & Alarm
b Gacwral sittings WA
P Azcam contrel P & [stmic = @®
[y ve— ;
b en P address; 192,168 20254 Mew IP address
Subriet mask: 2552552550
b Sanices .
¥ Prisrtzason NAT (rasquerading) Ll | NAT masqueracing activated on VAN port
¥ system LA
¥ Infermation . i
1P ssgrment: atic e
vl | P address: [1s2.188.10254 New IP address
Subnet mask: s s
NAT (Masquerading): re
36
Disimode: [asaied =] @
Default gateway:
1P address: @

Figure A2-4: Changed settings of menu IP configuration

8. Configuring the accessibility of devices C and D of hidden network 1
» Select menu Configuration = Forwarding

[
[ B et/ 1900681010/ prov prov phipTid=PORTF DRWDR £ - 3¢ x| & eshaeT-mTsac-an.. x| {af it
i v Seftew Sigherheit= Bdras= @ @
|E-SR-20T-UMTS/3G
P Diagrostics m
BT:::;“:‘;‘ Forwarding @
Fecureniat Public Protocol Local Local Target Target SNAT Source Enabled Position Delete
Facket SHlar Interface P Port 0] Port. Metwork
ot A @ (0] o] @ (0] © 6] @ o
b Ganarst satings (Mo data available in fabie)
P Access control =
= Metwork
oNS Apply settings Resat changes
IF ressing
Forwarding
Mstwork groups
Figure A2-5: Empty Forwarding table of menu Forwarding
» Click icon + to add a new line to enter IP forwarding values
» Select or fill the values as shown in the upper entry of figure 6.
- Ensure that each input will be completed by clicking the icon .
» Click again icon + to add a second line to enter the next IP forwarding values.
» Select or fill the values as shown in the lower entry of figure 6.
- Ensure that each input will be completed by clicking the icon .
» Now click button “Apply settings” to activate the “IP address forwarding table”
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=)
e- J| & rizp/ 1921881020 privipriv phpic= PORTEORADR P+ BCX| @ ER 26T IMISAGAN. aid
B
IE-SA2GT-UMTSAG |l m
¥ Disgnostics
 Configuration "
Forwarding (&
1P confipuration
Sacurstion
Public Pratocol Local Local Target Target SNAT Saurce Enabled Position Delete
Facket fter Interface » Port " Port Network
Cust & Alaem @ @ @ @ @ @ @ o @ @
b Ganaral seings wian B B 192.168.20.202 [ 14 19216810102 [ 4 7 wzaesznoml £ sl
P Access conirol wan B | 192.166.20.203 I 14 192.168.10.103 B x 7 a0l £ o
 Natwork
DNS:
1P reutirg Apply settings Resat changes

Fonvarding
11 AT

Natwaork groeps

Figure A2-6:: Forwarding table with activated IP address forwardings

Now the configuration of the Router is finished!

Note: Don’t forget to save the configuration after testing.

Testing the NAT masquerading feature

To test the NAT masquerading function you must use the tool Wireshark on the PC which receives the ping
request.

1. Run Wireshark on PC (connected to WAN port) with e.g. IP address 192.168.20.100

2. Start an new live capture session to display sent and received Ethernet packets

3. Run a “ping” request from a device of Ethernet network 1 (e.g. 192.168.10.100) with destination address
192.168.20.100

4. Stop the Wireshark live capture session when the packets have been received and displayed.

Results showing in the Wireshark window:
The original sender of the ping request with IP address 192.168.10.100 is displayed as IP address
192.168.20.254 which is translated (masqueraded) by the Router.

If you disable NAT masquerading at WAN port and repeat the test then the original sender address
192.168.10.100 will be shown.

Testing the configured IP address forwardings

1. Run a “ping” request from a device of Ethernet network 2 (e.g. 192.168.20.100) with destination address
192.168.20.202 (Note: Real IP address is 192.168.10.102)
Result: The sent “ping” request should be answered correctly (displayed return address: 192.168.20.202)

2. Run a “ping” request from a device of Ethernet network 2 (e.g. 192.168.20.100) with destination address
192.168.20.203 (Note: Real IP address is 192.168.10.103)
Result: The sent “ping” request should be answered correctly (displayed return address: 192.168.20.203)

Note:
1. If you perform the ping test using PC’s please check your firewall configuration to ensure that ping re-
guests and echoes are allowed.
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A3 - Configuring the Router to connect 2 networks with different IP ad-
dress ranges and additional firewall rules

This Technical Note applies to the Weidmdiller Industrial Router IE-SR-2GT-LAN and IE-SR-2GT-UMTS/3G

Application requirements:

There are 2 industrial Ethernet networks which are connected by a Router. Each network has its own IP address range.
All Ethernet nodes in both networks shall have the possibility to communicate with each other except that devices B and
C of network 1 cannot be accessed by a ping request (ICMP protocol).

Solution:
Configure firewall rules to prohibit ping requests from devices of network 2 to devices B and C of network 1.

In this example the IP address ranges are set to

192.168.10.0 / 255.255.255.0 for Network 1 and
192.168.20.0 / 255.255.255.0 for Network 2

The Router interfaces will be set to

192.168.10.254 / 255.255.255.0 for LAN interface and
192.168.20.254 / 255.255.255.0 for WAN interface

Network diagram of below described application scenario

Network 1: 192.168.10.0 / 24 Communication between Network 2: 192.168.20.0 / 24
(Class C) devices of network 1 and 2 (Class C)

allowed, but ping requests from
Ping Device A \
allowed to

network 2 to devices B and C e . AN
of network 1 are prohibited Device E
Device A | 192.168.10.100

192.168.20.100
255.255.255.0

255.255.255.0
GW 192.168.10.254

GW 192.168.20.254
Device B b

192.168.10.101 LAN-Port

255.255.255.0 192.168.10.254
GW 192.168.10.254 255.255.255.0

192.168.10.102
255.255.255.0
GW 192.168.10.254

WAN-Port
192.168.20.254

/ Device F \

192.168.20.101
255.255.255.0
GW 192.168.20.254

/ Device G \

192.168.20.102
255.255.255.0
GW 192.168.20.254

Configuration PC
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How to configure the Router

Starting situation
The Router is set to factory default values and can be accessed either using the LAN port by IP address 192.168.1.110
or using the WAN port by IP address 192.168.2.110.

1. Connect the configuration PC to the Router using the LAN Port (this port will be used in the example).
Note: Use autonegotiation on the Ethernet Interface of the PC

2. Change the IP address of the PC to one of the range 192.168.1.0/ 24
> e.qg. IP address 192.168.1.99
Subnet mask 255.255.255.0
Standardgateway can be left blank due to direct cable connection

3. Start a Web browser and login into the Web interface of Router (http://192.168.1.110)
User: admin

Password: Detmold

&l _iojx
G@ @ [&] http:/7192,168.1.110ipriv/priv, php? d=STARTPAGE = #2115 [ org 2]

Datei Bearbeiten Ansicht  Favoriten  Extras 7

¢ Favoriten (@ « [E-5R-2GT-LAN-AX00730592 - System State »

[T - [ mm v Sete v Sicherhelt Extras+ (@

|E-SR-2GT-LAN
¥ Diagnostics System data System state
System State System name: [E-SR-2GT-LAN-AX00730692 Date & time: Saturday, 08 Jan 2000, 04:31(Europe/Beriin)
Eventlag Device type: [E-SR-2GT-LAN Uptime: 04:31:56 up 0 min, load average: 0.23, 0.06, 0.01
VAN Seria-lo AXDOT30652 OpenVPN sessions: Masters: active 0, listening 0, Clients: 0
A Firmware version 2.2.3 (Build 61039) Psec tunnels: N
Ping test
WAC-Address WAN D0ASTEFE00:01
Remote capture
WAC-Address LAN: D0:ASTEFED0:00 System usage
" Confguration Device mode: P router Flash Lo
b System Memary M%
P Information cPu 4%
vsr=mBE | Network statistic Interface state
Interface [wANE] Interface  State IPMNetmask IP Assignment DHCP Server
WAN Receive s WAN enabled  192.188.2.110/ 255.255.255.0 static disabled
o
— Lan enabled  192.188.1.110/255.255.255.0 static disabled
i
WAN Transmit ——
e
fees
o
Latest five messages
Eventiog
Jan & 04:31:43 [E-SR-2GT-LAN-AX00730692 system: [E-SR-2GT-LAN 2.2.3 SVI-R6198.5-61039, system ready’
Jan 8 04:31:40 [E-SR-2GT-LAN-AXD0730892 statusd: Inserted card cannot be read!
Jan § 04:31:36 [E-SR-2GT-LAN-AX00730692 adsdpd: Starting daemon for ethernet connections

Quicklinks: Securelow! Reload

[Fertig [ [ @ meme [Fa~[®Reew -
Figure A3-1: Login page of the Router (equivalent with menu Diagnostics - System State)

4. Set the basic IP configuration (Preparing the Router)
» Select menu Configuration =2 IP configuration
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/= « IE-SR-ZGT-LAN-AX00730692 - IF configuration » - Windows Internet Explorer a| 13l x|
&__—; = [&] hep:i192.168.1.110/priv/priv. phpTid=IPCONF =1 [##|] x| [S 5ina F=3
Dakei  Bearbeiten  Ansicht  Favoriben  Extras 7
oy Favoriten @8 « IE-SR-2GT-LAN-AXD0730692 - IP configuration » - - | g v Seite - Sicherheit - Extras - -
Configuration
b Diagnestics
= Configuration
IP configuration
IP configuration
Securshiow! Operational mode: IP router 'I @
Packet filter
Cut & Alarm
b General s=ttings WWAN:
P Acoess control
Bt IP assignment: static 'I ®
b Metwork
IP address: 1521682110
b e bnet ke 255 255 2850
Subnet mask:
b Senvioes Screenshot of the default IP
P Pricrtisation NAT (esauersing): re configuration of the Router
P system LAN:
B Information
IP assignment: static vI ®
User zamin [ IP address: 152.168.1.110
Subnet mask: 255.255.255.0
NAT (Masquerading): -r®
Default gateway:
IF address: @
Apply settings Reset changes
|http:,l’,l’www.weidmueller.cUm,l’ie E |§ Internet v";] - | B -~ Z

Figure A3-2: Default values of menu IP configuration

» Configure the menu entries as following shown

Operational mode: IP Router
IP address parameters WAN Port: static
192.168.20.254
255.255.255.0 (Class C)
NAT (masquerading) not set (leave checkbox empty)

IP address parameters LAN Port: static
192.168.10.254
255.255.255.0 (Class C)
NAT (masquerading) not set (leave checkbox empty)

Default gateway Can be left blank because there exists no further target network

» Click button “Apply settings” to activate the new settings.

Now the configured parameters will be activated (but not saved). After a few seconds the web interface displays the
new IP addresses as shown in Figure 3.

Please keep in mind that you now have lost the Router connection due to changing the IP address range of your
connected LAN port.
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/2 « IE-5R-2GT-UMTS/3G-AX00711578 » - Windows Internet Explorer &l |0l x|

5\::; - |g hitpsf{172. 16, 1,252/ priviupdateinfa, php?session=1Escript={priv/priv.php7id=IPCONFBinfosipinFo: 1T oy OntpiAT TosOntzOiMeIm Iy MiT7czaxhiDe ] |42 x| | Bing | 2|~

Datei Bearbeiten  Ansicht  Favoriten  Extras 7

< Favoriten ()« IE-5R-2GT-UMTS(3G-AX007 11575 » - < [ = = Seite~ Sichethelt ~ Extras - @@~

IE-SR-2GT-UMTS/2G

Please wait, loading...

I Diagnostics

b The network settings are changed.
Configuration

¥ system If your connection is interrupted diick on the respective link below. Choose the interface you are comnected at.
¥ Information If no connection can be established please check the IP configuration of your computer and the cabling. In some cases it may be necessary to delete the ARP cache of your computer.

IP address LAN: (192, 168, 10.254)

P address WAN: (132, 168.20.254) \

uzer oM@

Weidmiiller 3£

Screenshot of Router showing
the changed IP addresses

Figure A3-3: Display of activated new IP addresses of LAN and WAN port

4. Change the IP address of the configuration PC according to the connected network 192.168.10.0/ 24
» To reconnect to the Router now set the IP address of the PC to the new values
IP address: 192.168.10.99
Subnet mask: 255.255.255.0
Standard-Gateway: 192.168.10.254

» Again login into the Web interface of the Router using a Web browser

Use IP address 192.168.10.254 (http://192.10.1.254) on LAN port
User: admin
Password: Detmold

/2 « IE-SR-2GT-UMTS/3G-AXD0711578 - System State » - Windows Internet Explorer a8l _|ol x|

6\}’2 Ed |g hittp://192.168,10,254/# Configuration ﬂ |§Hz| | Bing |EE|

Datei  Bearbeiten Ansicht  Favoriten  Extras 7

.7 Favoriten (& « [E-5R-2GT-UMTS/3G-AK0071 1578 - System State » g - < [ o= - Seite~ Sicherheit - Extras - (@~

IE-SR-2GT-UMTS2G ke
7 Diagnostics System data System state
System State System name: [E-SR-2GT-UNTS/3G-AX00711578 Date & time: Tuesday, 28 May 2012, 12:45(Europe/Beriin)
Eventlog Device type: [E-SR-2GT-UNTS/3G Uptime: 12:45:34 up 3:00, load average: 0.22, 0.08, 0.01
AN SeriakHo AXD0T11578 OpenVPH sessions: Masters: active 0, listening 0, Clents: 0
LA Firmveare version 2.2.3 (Buid 61288) BETA VERSION |Psec tunnels: 0
26
MAC-Address WAN: 00:18:52:01:E0:AF
Ping test
MAC-Address LAN 00:18:92:01:E0:AD System usage
Remate cepture
Device mode: P router Flash oo
- Egigiraie Wemory 5%
1P canfiguration cpu: 3
SecureNow!
Fadet filter Network statistic Interface state
Cut & Alarm nterface: WA =] Interface  State  IP/Hetwork mask 1P Assignment  DHCP Server
b General settings WAN Receive —— WAN enabled  192.168.20.254 / 255.255.255.0 static disabled
e
b Access control gy LAN enabled  192.168.10.254 / 255.255.255.0 static disabled
P Network el 36 disabled
b ven WAN Transmt —
s
P serices s
b Frioritizsticn e
P system
P Informaticn Latest five messages
Eventlog
May 28 12:44:50 [E-SR-2GT-UMTS-AX00711575 config.db: WAN [P address’ = '182.168.20 254"
User zom 3
May 28 12:44:50 [E-SR-2GT-UNTS-AX00711575 config.db: 'LAN IP address’ = 192.168.10.25¢' SCreenShOt Of the Router
May 29 12:44:50 [E-SR-2GT-UNTS-AX00711578 config.db: ONS via DHCP =~ ShOWIn new IP addresses
May 28 12:44:50 [E-SR-2GT-UMTS-AX00711575 config db: ‘Gateway via DHCP =" g
May 28 12:44:50 [E-SR-2GT-UNTS-AX00711575 config.db: Settings change by: ‘admin, from source: ‘web interface’
Quicklinks: SecureNow! Reload
[kt vy weicmueller  camfie [T T [3@memet [~ [®Re% - ,

Figure A3-4: Web interface after login with changed IP addresses
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5. Step-by-step description of creating a new packet filter (firewall rules) to prohibit
ping requests from devices of network 2 to devices B and C of network 1

General description of the Packet filter

The feature ,Packet filter” can be used to create firewall rules for IP address (Layer 3) and MAC address level ( Layer 2).
The packet filter is organized hierachical by using rule-sets which contains several single rules.

To define new firewall rules you first have to create a rule-set or you have to add the rule to an existing rule-set. A rule-
set can contain up to 10 firewall rules.

The manner how to configure rule-sets or rules is the same for Layer 2 and Layer 3 packet filters. All created rule-sets
are displayed in menu windows ,Packet filter“. By clicking on the triangle icon (P ) on the left side of a displayed rule-set
the belonging rules additionally will be displayed.

By default the Router contains 1 rule-set called Allow_L3* which is acting as a general permission to allow inbound and
outbound traffic without any limitation.

Application method of defined rule-sets

Several configured rule-sets will be applicated top-down. That means every data traffic will first be checked by the top-
most displayed rule-set with its containing rules.

If a defined rule match the inspected data the filter rule will be applicated. After that the packet filter function immediately
will be left and no further defined rules and rule-sets will be applied.

If a defined rule do not match the inspected data the current filter rule will be skipped and the data will be checked by the
next filter rule (from top to down). This method will be conducted step-by-step with each defined rule-set (and belonging
rules) until a valid rule will be found and applied or no further rule exists.

6. Setup the firewall rules
» Select menu Configuration > Packet filter >Tab “Layer 3”

2 « IE-SR-2GT-UMTS/3G-AX00687399 - Layer 3 Filter » - Windows Internet Explorer 8] .10l x|
G_"—\" |e) heisiin92.168.1.110; bod=FILTERCON slI& el x [P v searct P~

O Bewbsten Anst Favocten Edras 7 i
¢ Favorken | 5 B Vorgeschiagens Stes v B Kostenlose Hotmad £ Web Shcedataing v

8 < JE-SR-2GT-UMTS{3G-AXD0ES7399 - Layer 3 Fiker »

IE-SR-2GT-UMTSAG Layer2 Stave
P Diagnostics
* Configuration Loyer 3 Fiter @ Delete the rule-set
ayer 3 Filter >
IP configuration — - - - = EdnlChangaﬂ'ue rule-set
oo lick on triangle icon to display or hide T
e containing rules of a rule-set Re-Position the rule-set
e 1 rule set ()
Cut & Alarm Alow} 3% (1 rule) e
Al all L3 traff
P General sefings Position Name Source Destination Protocol Extra Connection control Action
b Access control 1 alow_al s - = automatic ACCEPT
b Network Click on +icon to create a new rule-set |
b -
5 ‘:” Al s s ol dat [Display filter of rule-sets (LAN, WAN or both ports) |
enices By using the plus symbol you can add new rule set
b Prioritization Show rule sets for following interfaces frome [L.I to: F*_.l c
b System V - V N V V
P information ..
User: sdenin B} Apply settings

Figure A3-5: Menu Packet filter (Tab Layer 3) showing the factory default settings

» Click on the icon + (right side of line “Add a new rule set”) to create a new rule-set and follow the below described
steps (Figure 5)
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Layer 2 Status
Creating a new Layer-3 rule-set with
Layer 3 Filter ® embedded rules
_ to prohibit ping requests from network 2
1 rule se to devices B and C of network 1
1 f Here you can select an existing =
Choose an existing rule set or create a new one rule set or create a new one
Fu_nh_er on, you can delete
Rulesets for layer 3 —— sf':u?:ﬁ:;ds rc";: f::s
2: Typein the name T ; -
Addar [Alow L3 Name of the rule setpfthe mulsa modified after copying a selected
B;.S' o |Block_L3 rule set with the copy button.
Show r . o -
only rule [Biock_Ping A rule set may have up to 10 filter o | 5]
. ) rules. Currently active rule sets
set Description of the rule set: are grayed out and cannot be
Erpy— — selected.
Deii cep;n:nzeg“““ = E‘lep 3: Typein a description ofthe rule-set |
la new rule-set =
L}

Delete Copy Close Next

[Step 4: Ciick on button Nextto create the firstrule | - |

Figure A3-6: Define a new rule-set according described steps 1 to 4

tia me Completing the rule-set which will be used as container]

1 Bl for a maximum of 10 rules
Bl

Here you can edit the name of the A

All rules in the current rule set - rule set, re-sort rules (by using the
2 A ::'.50'1,22::::“ arrow buttons), edit, insert or
) - e delete rules
Overview of rule set: Block_Ping

Inbound interface: | as vI | WAN vl 6: Select Ports and direction of data

ofthe rule-set. These criteria will

dd ar Outbound interface: | == vI | LAN vl Iways be applied at first. If these criteria
7 using will fit then the containing rules will be

[-—r| applied.
b il m
Y TUK n
wly se
Add Edit Delete Next _]
[Step 7: Click on button Add to create the first rule named ElkPingDevB (Elock Pingto Device B) |
Figure A3-7: Define additional parameters of the new rule-set according described steps 5to 7
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Creating rule BlkPingDevB
Now we define the conditions for the first rule to explicitly Window 1
A |block a ping request to device B (192.168.10.101)

You can specify a source and =

tination IP add If bnet
IP addresses and IP protocol of the rule ::’:s:‘z‘f:r th:n .r:rs i

tep 8: Typein a ‘ characterto define | a
atthe rule is to applied on each source|the

It Source IP address/mask: 3 [+ Padd"’s:gz T TR as
0 == = — 0.0/ )
r Use network grovps: 18 ® * means any IP address and _
2 255.255.255.255 subnet mask U

Destination IP address/mask:

5 = [192.168.10.101 J—-Eteg 9: T%gein the destination IP address 192.168.10.101 ]
Use network groups I© @

255.255.255.255 4—Ftep 70: Type n the subnetmask 255.255.255.255

o definethat only 1 IP addressis meantandnotan

P addressrange
., P protocol: [= = JicveP =]
\Etep 11: Selectthe protocol ICMP (ping) __|
eneral note:
rule itself will be createdin 3 main steps (window
creens). Next -
firstthe conditions haveto be defined and finally the E‘ep 12: Click on button Next for the next step to I
ame ofthe rule is to be set. reatethe rule
Figure A3-8: Define the first rule according described steps 8 to 12
: Creating rule BIkPingDevB |
o€ Window 2
2 Here you can select the ICMP =
i message type. The most common
IP protocol options of the rule are “request” and “reply”. They are
necessary for the “ping” command
to succeed. ICMP is essential for
ar the functionality of an IP network
o ICMP type: — |any = Any enables all ICMP messages
ep 13: Selectfor ICMP type ,any” (as default entry) or chose m [_
ing request” from the drop-down list. For this use case both
alues have the same effect.

Statefulless FW:  [Auo =]

[Step 14: Use the defaultvalue Auto |

Back

tep 15: Click on button Next for the =
extstepto createthe rule

Figure A3-9: Define additional parameters of the first rule according described steps 13 to 15

4 Creating rule BlkPingDevB
Window 3
= Action: - -]
: Action and name of the rule Tells how to handle a packet
that passed all criteria.
Action: Reject ~| [Step 16: Definethe action what the rule shoulddo |

ar IRej = | The packet will be forwarded.

g Reject reason: |hosl~proh|b|led J [Step 17: Define the answerwhich wlll be sentto the plng requester |
= L . tep 18: If you setthis check box then an applied rule {because it ﬁts the configured i
- 0g:

onditions) will be displayedin the section filter log" on the tab ,Status” of the packet filter

ep 19: If you setthis check box then an appliedrule (because it fits the configured
onditions) will trigger an alarm event

tf . I_ ep 20:If you set a value then the defined action (e.g. drop or reject) only will be appliedif this
Max. packelsfs_ Ee has detected at least Max. packets/s" of data packets which fits the configured conditions
Packet will be discar
s¢  Rule name: [BlkPingDevB [Btep 21: Enterthe name oftherule 1< g will be notified.

The message can be defined
via "Reject Reason”.

Alarm:

Back Next - -
Eep 22: Click on button Next to complete the rule definition

Figure A3-10: Define additional parameters of the first rule according described steps 16 to 22
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A Here you can edit the name of the |
: All rules in the current rule set rule set, re-sort rules (by using the
arrow buttons), edit, insert or
, - delete rules
Overview of rule set: IBlock_ng

a' Inbound interface: |-- '| IWAN v|
“' Outbound interface: |-- vl |LAN v| =

[BlkPingDevB J
Nowthe rule-set ,Block_Ping" containsthe first rule A
BlkPingDevB (Block Ping to Device B) .
se
Add Edit Delete Next
ep 23: Click on button Add to create the second rule BlkPingDevC (Block Pingto Device C [/
Figure A3-11: Creation of first rule completed
Creating rule BIkPingDevC
(j Now we define the conditions for the second rule to explicitly Window 1
block a ping request to device C (192.168.10.102) You can specify & source and =
destination IP address. If a subnet
IP addresses and IP protocol of the rule mask other than * or
p24: Typein a ' characterto define p
atthe rule is to applied on each sourcefe
1 P address
rce IP ress/mask: [
fe Source IP address/mask |:: j d 192.168.0.0/255.255.255.0).
= Usenetworkgroups I” @ | * means any IP address and
255.255.255.255 subnet mask.
- Destination IP address/mask: 192.168.10.102 ﬂ—E(‘eleﬁ:Typa in the d{ss!i_nati?n IP address 192.168.10.102 |
Use network groups I” ® [ = [255.255 255 255 q—Ftep 26: Typein the subnetmask 255.255.255.256
o definethat only 1 IP addressis meantandnotan
P addressrange
IP protocol: [= = [icwe =] |
27 Seecite probeo G ping. ]
Back Next

= |
[step 28: Click on button Next for the next step to create the rule |

Figure A3-12: Define of second rule according described steps 24 to 28
) Creating rule BIkPingDevC

o Window 2
‘} Here you can select the ICMP |
& message type. The most common
IP protocol options of the rule are “request” and “reply”. They are
necessary for the “ping” command
to succeed. ICMP is essential for
ar the functionality of an IP network.
i ICMP type: == ¥ I any ;‘ Any enables all ICMP messages.
i ep 29: Selectfor ICMP type ,any" (as defaultentry) or chose m: l_
il ing request* from the drop-down list. For this use case both
alues have the same effect.
Statefulless FW-: Awo ]
[Step 30: Use the defaultvalue Auto |
se
Back Next

tep 31: Click on button Next fonhel |
extstepto createthe rule

Figure A3-13: Define additional parameters of the second rule according described steps 29 to 31
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se Creating rule BIkPingDevC
Window 3
= Action: - -]
: Action and name of the rule Tells how to handle a packet
that passed all criteria.
Action: I Reject J [Step 32: Define the action what the rule shoulddo |
ar |_The packet will be forwarded.

Reject reason: | host-prohibited J [Step 33: Define the answerwhich wlll be sentto the plng reguester |

tep 34: If you setthis check box then an appliedrule {becauso it ﬁts the configured
4 Log: onditions) will be displayedin the section filter log" on the tab ,Status” of the packet filter

_ - ep 35: If you setthis check box then an appliedrule (because it fits the configured
Alarm: onditions) will trigger an alarm event

tf . I_ ep 36:If you set a value then the defined action (e.g. drop or reject) only will be appliedif this
Max. packelsfs_ Ee has detected at least Max. packets/s" of data packets which fits the configured conditions
Packet will be discar
se  Rule name: [Blk PingDevC [Step 37: Enter the name of the rule =ma' the sender will be notified.

The message can be defined
via "Reject Reason”.

Back Next - -
Eep 38: Click on button Next to complete the rule definition

Figure A3-14: Define additional parameters of the second rule according described steps 32 to 38

Here you can edit the name of the ;]

All rules in the current rule set rule set, re-sort rules (by using the
arrow buttons), edit, insert or delete
rules.

. Overview of rule set: Block_Ping

ft Inbound interface: == vI WAN vI
© Outbound interface:  [== =) LAN -]

BlkPingDevB
BlkPingDevC

owthe rule-set ,Block_Ping* containsthe both
efined rules BlkPingDevB (Block Ping to Device B)
nd BlkPingDevC (Block Ping to Device C)

o the next window to complete]

he rule-set L]

tep 39: Click on button Next
Add Edit Delete Next

Figure A3-15: Creation of second rule completed

' Here you can settime and date limitations when then the

yule-setisto be applied Here you may define whethe 4 |
activity of the rule set should

Athy of the rule set restricted to 8 oertain time wi
3 Starting and ending time mu
el Limit activity: r in HH:MM format. You must &
fe select the days of week on wr
From: the rule set is supposed to be
active
Until:

Caution: If you do not chedk ¢

one day the rule set will not t
: Monday Tuesday Wednesday Thursday Friday Saturday Sunday activated at all!

B I= | G = ] |

ep 40: Click on button OK to
inish the definition ofthe rule-set

Back oK | _l;'
«| | »

Figure A3-16: Setting optional date and time limitations of the rule-set
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ndows Internet Explorer

8l -lo| x|

: HF_L3 =l 42|l x| [S g 2=
Dabei it Ansicht  Favoriten  Extras 7

i Favorken @ « IE-SR-2GT-UMTS/3G-AXD0SETI99 - Layer 3 Fiber » i v ED - LY o v Sete~ Siherhet+ Extras~ (g~

IE-SR.20T-UMTS23 _ Layer 2 —

F Disgnostics

¥ Configuration

Layer 3 Filte
1P configurstion ye ier @

:‘:::; Now the new rule-set Block_Pingis added to the rule-set list |

Cut & Alaem / FOR~ |
¥ Geners! setings [Step41: Due to the factthat the rule-sets will be applied o

[ T— ck ping requests to Devioss B and C op-down the new rule-set Block_Ping hasto be moved 58
B natwon up. Otherwise the standard rule Allow_L3"", which

b ven

allows transmission of data without limitations, always
P Sarvices

will be used and the new rule at no time will be applied.

P Prioritizaticn

o be dasloved Click on triangle icon A to move the new rule to the first c
¥ Srviem osition.
¥ intormation acket filter has been - e DTS, settingsbapos actrvate arges
SRR | Apply semings
http: e werdmueler comie [T @ ket [~ [Resw -
Figure A3-17: Creation of new rule-set is completed and added to the rule-set list. Move the new rule-set to top
position
8l =10l x|
- riv.phptid=FIL TERCONF_L3 =23 B3 i
Dakei it Ansicht  Favoriten  Extras 7
i Favorken @ ¢ [E-SR-2GT-UMTS/3G-AXDDGE7 99 - Layer 3 Fiter » M- B - Seke~ Scherhet - Exras - i)~

SR.20T-
IE-8R-20T-UMTS 23 _ Layer2 Statm

F Disgrostics
’ f::’rz:op Layer 3 Filter (®
Securehow’
2 rule sets (B
— & Block_ping. fom i 1o Lak (2 o) 4—TNOW the new rule-set Block_Pingis atthe first position ] s
> bt s A.,,,u“[m,} — >
B Natwos -
b veN
P Sarvices Add 3 new rule st 4 e rule sets N
D b Ercrtization ?".:.:g_,_f._'f:nr:wﬂfuc_, s fem:[* =l [T = o
System
? iermatien ket it b been mod apca;Apply seingsapcs; to acivate your chan Eowthatasklsﬁmshedandthe
efined firewall rules should
e o p42: Click on button ,Apply settings*to activate l:, >
: Rovlysesion Erenewpacketﬁhersethngs |
Figure A3-18: Activate the changes
Now the firewall configuration (packet filter) is finished!
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Testing the result that Ethernet Devices B (192.168.10.101) and C (192.168.10.102) of
network 1 cannot be “pinged” by devices of network 2

Run 3 Ping commands from a device of Ethernet network 2 (192.168.20.0/24) using below described ad-
dresses (members of network 1)

- ping 192.168.10.100 (Device A)
- ping 192.168.10.101 (Device B)
- ping 192.168.10.102 (Device C)

Results:
1. Sent “Ping” to IP address 192.168.10.100 should be answered by the requested IP addresses
correctly.
2. Sent “Ping” to IP addresses 192.168.10.101 and 192.168.10.102 should be answered by the re-
quested IP addresses as “Destination host unreachable”.

Note:

1. If you perform the ping test using a PC please check the PC'’s firewall configuration to ensure that ping
requests and echoes are allowed.

2. Keep in mind that every device which will be used for ping testing needs an entry for the standard gateway
(IP address is pointing to the Router of the PC’s network)
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A4 - Connecting 2 Ethernet networks with the same IP address range to
another network using 1:1 NAT address translation

This Technical Note applies to the Weidmdiller Industrial Router IE-SR-2GT-LAN and IE-SR-2GT-UMTS/3G

Application scenario:

There are 2 machine networks and one upper-level production network. Each machine network is connected to the pro-
duction network by a security Router. The production network itself is connected to the corporate network via its own
Router. Both machine networks have the same IP address range 192.168.1.0 of type class C: The production network
uses the IP address range 172.16.1.0 of type class B.

Task and solution:

Each Ethernet device of all 3 networks shall have the possibility to communicate with each other. For this reason it is
necessary that each of the machine networks — both configured with the same IP address range - must be translated to
unigue IP addresses. This can be done by using the network IP address translation feature “1:1 NAT” of the Router.

1:1 NAT means that IP addresses (private) of devices connected to the LAN port, internally will be translated to a new IP
address (public) if they communicate with IP addresses connected to the WAN network. From the perspective of the
WAN network each device of the LAN network is only known and addressable by its public IP address. In the case of
incoming data from WAN network (outgoing to LAN) the destination IP addresses (public) of LAN network automatically
will be translated from their public into their private IP address.

Configuration of Default-Gateway
according to corporate network
parameters (not necessary in this
example)

LAN-Port

172.16.1.254
255.255.0.0

WAN-Port
10.1.1.254 [
255.255.0.0 ||

Production network 172.16.1.0 (Class B) Router 3

These static routes has to be
configured at Router 3 that devices of
network 1 can communicate with
devices of network 2 and vice versa.
192.168.20.0 / 24 via 172.16.1.252
192.168.21.0 / 24 via 172.16.1.253

172.16.1.21
255.255.0.0
GW: 172.16.1.254

172.16.1.22
255.255.0.0
GW: 172.16.1.254

172.16.1.20
255.255.0.0
GW: 172.16.1.254

WAN-Port Networks 1 and 2 can communicate WAN-Port
172.16.1.252 Router 1 | with each other by Routers 1 and 2 via 172.16.1.253 Router 2
255.255.0.0 Default-Gateway 172.16.1.254 955.255.0.0
GW:172.16.1.254 || pointing to Router 3 GW:172.16.1.254 [

Public IP address / subnet Public IP address / subnet

of LAN-Port ‘ of LAN-Port |
Private P address / subnet Private IP address / subnet
192.168.20.254 / 255.255.255.0
of LAN-Port 192.168.21.254 / 255.255.255.0 of LAN-Port

192.168.1.254 / 255.255.255.0 192.168.1.254 / 255.255.255.0
1:1 NAT activated for LAN port. 1:1 NAT activated for LAN port.
Private network 192.168.1.0/24 will be mapped to public network Private network 192.168.1.0/24 will be mapped to public network
192.168.20.0/24 (e.g. 192.168.1.100 <> 192.168.20.100) 192.168.21.0/24 (e.g. 192.168.1.100 €<—> 192.168.21.100)

Machine 1 Machine 2 Machine 3 Machine 1 Machine 2 Machine 3

192.168.1.100 192.168.1.101 192.168.1.102 192.168.1.100 192.168.1.101 192.168.1.102
255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0

Machine network 1: 192.168.1.0 (Class C) Machine network 2: 192.168.1.0 (Class C)
Machine networks 1 and 2 uses the same IP address range

Copyright © 2013 Weidmiiller Interface GmbH & Co. KG 70/103

All rights reserved. Reproduction without permission is prohibited.



Weidmiiller 3£

This document describes an application scenario using 3 Routers. But for a simple test of the feature “1:1 NAT”
you only need 1 Router (configured as Router 1 of machine network 1). In this case use 2 devices (PC’s or what-
ever) to simulate one member of “machine network” and one member of the “production network”.

Short description how to solve the task by using 1:1 NAT:

Both Routers of machine network 1 and 2 have to be connected by WAN port to the production network 172.16.1.0. The
IP addresses of the WAN ports will be set to

172.16.1.252 [/ 255.255.0.0 for Router 1 and
172.16.1.253 / 255.255.0.0 for Router 2

The LAN port of each Router is to be connected to their corresponding machine network. Due to the fact that each ma-
chine network uses the same IP address range each LAN port of the Routers is to be configured with 2 IP addresses,
one as a public and one as private address.

In this example — using the feature 1:1 NAT at LAN port —
the public IP addresses will be set to
192.168.20.254 /255.255.255.0 for Router 1 and
192.168.21.254 [ 255.255.255.0  for Router 2
and the private IP addresses (both the same) will be set to
192.168.1.254 / 255.255.255.0 for Router 1 and
192.168.1.254 / 255.255.255.0 for Router 2

By assigning the private IP address (192.168.1.254) at the Router’s LAN port automatically the complete IP address
range 192.168.1.0 / 255.255.255.0 is defined as local network IP range for devices connected to the LAN port.

“1:1 NAT” means that for each communication between devices of LAN and WAN network the public IP addresses of
LAN devices have to be used.

Examples of IP address mapping (private / public) using 1:1 NAT at LAN port

IP address and subnet of a . . . . Resulting Public IP address and
device connected to LAN port Configured Private IP address Configured Public IP address and subnet of device connected to

(used as private IP address) and subnet of Router's LAN port [subnet of Router's LAN port LAN port (1:1 NAT)

This IP address is known by devices
of WAN network

Subnets of private and public network must be the same

192.168.1.100 / 255.255.255.0 192.168.21.100 / 255.255.255.0
192.168.1.254 / 255.255.255.0 192.168.21.254 / 255.255.255.0

192.168.1.101 / 255.255.255.0 192.168.21.101 / 255.255.255.0

172.16.1.101 / 255.255.255.0 172.16.1.1/255.255.255.0 192.168.100.1 / 255.255.255.0 192.168.100.101 / 255.255.255.0

10.8.1.10 / 255.255.0.0 172.16.1.10 / 255.255.0.0
10.8.1.1/255.255.0.0 172.16.1.254 / 255.255.0.0

10.8.2.10 / 255.255.0.0 172.16.2.10 / 255.255.0.0

Note: In a class C network with subnet mask 255.255.255.0 only the last segment of an IP address is franslated
Note: In a class B network with subnet mask 255.255.0.0 the last 2 segments of an IP address are translated

How to configure Router 1 (Machine network 1), Router 2 (Machine network 2) and Router 3 (Production net-
work)

General note:

The configuration of all Routers is very similar and will be described below together for the Routers of both machine
networks and the production network. Different configuration parameters between the Routers are marked individually.
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In this example Router 3 of the production network is to be configured with 2 static IP routes pointing to networks 1 and 2
that Ethernet devices behind Router 1 and Router 2 (connected at LAN port) can find each other. As an alternative all
Routers can be configured to use dynamic IP routing (either RIP or OSPF or both) to announce their connected networks
to the other Routers automatically without configuring static routes at Router 3 manually. Using dynamic routing is more
convenient if it is planned to extend the Ethernet network with additional machine networks. Then you don’t have to add
a new static route to Router 3 in the case of connecting a further machine network to the production network. This would
be automatically done by RIP- or OSPF-based dynamic IP routing.

- The alternative method using dynamic routing is described at the end of this document in chapter A5.

Starting situation
All Routers have the factory default configuration and can be accessed either using the LAN port by IP address

192.168.1.110 or using the WAN port by IP address 192.168.2.110.

Due to the fact that the machine network Routers 1 and 2 have to be configured on the LAN port with 1:1 NAT (with a
private and a public IP address), which means setting two times new IP addresses (private and a public) on this port
during the configuration process, it is more comfortable to connect the Configuration PC to the WAN port of the Routers.
Then the IP address of the PC has only one time to be changed after setting the new WAN port IP address.

1. Connect the configuration PC to the Router using the WAN Port
- Use autonegotiation on the Ethernet Interface of the PC
2. Change the IP address of the PC to one of the range 192.168.2.0
> eqg. IP address 192.168.2.100
Subnet mask 255.255.255.0
Standardgateway can be left blank due to direct cable connection
3. Start a Web browser and login into the Web server of Router (http://192.168.2.110)
User: admin

Password: Detmold

¢ Favoriten (@ « [E-5R-2GT-LAN-AXOO730652 - System Stats » f@ - ) - [ #= - Seite~ Sichetheit = Extras - @~

IE-SR2GTLAN

¥ Diagnostics System data System state
System State System name: IE-SR-2GT-LAN-AX00730682 Date & time: Saturday, 08 Jan 2000, 04:31(Europe/Berlin}
Eventiog Device type [E-SR-2GT-LAN Uptime: 04:31:56 up 0 min, load average: 0.23, 0.08, 0.01
WAN SeriakNo.. AX00730692 OpenV/PN sessions: Masters: active 0, listening 0, Clients: 0
A Firmware version 223 (Buid 61039) IPeec tunnels: 0
Ping test
WAC-Address WAN 00:15:E:FE00:01
Remote capture
MAC-Address LAN 00:15:7E:FE:00:00 System usage
! Configuration Device mode: P router Flash oo
b System Memory: 1%
P information CRU 4%
Ler=iB | Network statistic Interface state
nterface: WA= Interface  State IPMetmask IP Assignment DHCP Server
VAN Receive - WAN enabled 1921582110/ 255.255.255.0 static disabled
i
s LAN enabled  182.168.1.110/255.255.255.0 static disabled
i
AN Transmit poeembi
e
i
i

Latest five messages

Eventlog

Jan & 04:31:43 E-SR-2GT-LAN-AXD0730892 system E-SR-2GT-LAN 2.2.3 SVN-RE199 851039, system ready!
Jan 8 04:31:40 [E-SR-2GT-LAN-AX00730692 statusd: Inserted card cannot be read!

Jan 8 04:31:36 [E-SR-2GT-LAN-AX00730692 adsdpd: Starting dasmon for ethernet connections

Quicklinks: SecureHow! Reload

Fertig [ [ [ [3& mermet [Fa - [Hesw -
Figure A4-1: Login page of the Router (equivalent with menu Diagnostics - System State)
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4. Set the basic IP configuration
» Select menu Configuration - IP configuration

T ravorten e o [E-SR-2GT-LAN-AX00730692 - IP contiguration » = v DEE v DICTErME v EXTras v e
e i
b Diagnostics
~ Configuration
IP configuration
IF cenfiguration
Securshiow! Operational mode: IP router -1 @
Facket filter
Cut & Alarm
P Genaral ssttings WAN:
P acoess
o central IF assignment: static 'I @
b Netwod
IF address: 152.168.2.110
b wEN
Subnet mask: 255.255.255.0
P Services
b Fricritisation MNAT (Masguerading): r@®
P System LAN:
B Information
P assignment: tatic Ho Screenshot of the default IP
ser zamin 3 IP address: 152.168.1.110 g 3
N St configuration of the Routers
MNAT {(Masquerading): r®
Default gateway:
1P address:
Apply settings Reset changes
|http:,l’,l’www.weidmueller.com,l’ie g @ Internet Fa - | F E5% -

Figure A4-2: Default values of menu IP configuration

» Configure the menu entries as following shown

Only for Router 1

Operational mode: IP Router
IP address parameters WAN Port: static
172.16.1.252

255.255.0.0 (Class B)
NAT (masquerading) not set (leave checkbox empty)

IP address parameters LAN Port: static
192.168.20.254

255.255.255.0 (Class C)

[CEMD LI ENRGEEIE Cilpi iy (C3) NAT (masquerading) not set (leave checkbox empty)

the ,simple scenario® with only 1 Router

Default gateway 172.16.1.254 (Router of the production network)

Only for Router 2

Operational mode: IP Router
IP address parameters WAN Port: static
172.16.1.253

255.255.0.0 (Class B)
NAT (masquerading) not set (leave checkbox empty)

IP address parameters LAN Port: static
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192.168.21.254
255.255.255.0 (Class C)
NAT (masquerading) not set (leave checkbox empty)

Default gateway 172.16.1.254 (Router of the production network)

Only for Router 3

Operational mode: IP Router
IP address parameters WAN Port: static
10.1.1.254

255.255.0.0 (Class B)
NAT (masquerading) not set (leave checkbox empty)

IP address parameters LAN Port: static
172.16.1.254
255.255.0.0 (Class B)
NAT (masquerading) not set (leave checkbox empty)

Default gateway leave field empty (not necessary in this example)

» Click button “Apply settings” to activate the new settings.

Now the configured parameters will be activated (but not saved). After a few seconds the web interface displays the
new IP addresses as shown in Figure 3. Please keep in mind that now the Router connection is lost due to changing the
IP address range of your connected WAN port.

/2 « IE-SR-2GT-LAN-AX00730692 » - Windows Internet Explorer 8| =10] x|

@—C_;" - |g, http:,l’,l’192.168.1.1ID,I’priv,l’updateinfo.php?sessi0n=1&script=,|’priv,|’priv.php?id=IPCONF&inFo=j |"f|| K | I Eing |}J '|

Dakei  Bearbeiten  Ansicht  Fawvoriten  Extras 2

.7 Favoriten (;{l«IE-SR-ZGT-LAN-AXDD?S%QZ» & - - [ géa ~ Seite ~ Sicherheit » Extras = @v

Screenshot of Router 1 show-
E-SR2CT-LAN ing changed IP addresses

Please wait, loading...

I Diagnostics

b . The network settings are changed.
Configuration

b system If your connection is interrupted dlick on the respective link below. Choose the inter you are connected at.

P Information If no connection can be established please check the IP configuration of your computer and the cabling
cache of your computer,

User 2omn 3 IP address LAM: (192.168,20.254)
IP address WAN: (172.16.1,252)

some cases it may be necessary to delete the ARP

Figure A4-3: Display of activated new IP addresses of LAN and WAN port

5. Change the IP address of configuration PC

» To reconnect to the Router now change the IP address of the PC to an IP address of the new IP address
range 172.16.1.0/16

For re-connecting to Routers 1 and 2 chose e.g. IP address 172.16.1.100 and subnet mask 255.255.0.0. The input field
“Standard-Gateway” can be left empty.
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For reconnecting Router 3 you also can chose e.g. IP address 172.16.1.100 (subnet mask 255.255.0.0) but you have to
change the cable connection from WAN to LAN port due to the fact that Router 3 is connected to the production network
by LAN port (see network diagram). Otherwise you have to use an IP address of the WAN port range 10.1.0.0.

» Again login into the web interface of the Router using a web browser

Only for Router 1 : Use IP address 172.16.1.252 (http://172.16.1.252) on WAN port

Only for Router 2 : Use IP address 172.16.1.253 (http://172.16.1.253) on WAN port

Only for Router 3 : Use IP address 172.16.1.254 (http://172.16.1.254) on LAN port

User: admin
Password: Detmold

o Favoriten (@ « [E-5R-26T-LAN-AXDD73089Z - System State » - - [ = v Sete - Sicherhelt - Extras - g~

IE-SR-2GT-LAN ]
 Diagnostics System data System state
System State System name: [E-SR-2GT-LAN-AX007306892 Date & time Saturday, 08 Jan 2000, 04:52(Europe/Berlin}
Eventlog Device type: E-SR-2GT-LAN Uptime: 04:52:15 up 20 min, load average: 0.00, 0.00, 0.00
WAN Seriako.: AX00730692 OpenVPH sessions: Masters: active 0, listening 0, Clients: 0
. Firmware version 223 (Build £1039) Psec tunnels: 0
Fing test
MAC-Address WAN: 00:15:7E:FE:00:01
Remcts capturs
WAC-Address LAN 0015:7E:FE:00:00 System usage
P Configuration Device mode P router Flash: 18%
P system Memory: 26%
P Information cru- ™
vzl | Network statistic Interface state
Interface: ,W Interface  State IPiNetmask IP Assignment DHCP Server
AN Receive po— WAN enabled  172.16.1.252/ 255.255.0.0 static disabled
m—— LAN enabled  192.163.20 254 / 255 255 285.0 Static disabled
A8k
VAN Transmit zesk ks
e
i
i
Latest five messages
Eventlog
Jan & 04:39.21 E-SR-2GT-LAN-AX007T30652 config.db: WAN IP address' = 172.16.1.252"
Jan 8 04:39:21 E-5R-2GT-LAN-AX00730682 config.db: LAN P address’ = '182.168.20.254"
Jan 8 04:39:21 E-SR-2GT-LAN-AX00730652 config.db: WAN Subnet mask = '255.255.0.0°
Jan & 04:39:21 E-5R-2GT-LAN-AX007T30652 config.db: DNS via DHCP =~ Screenshot of Router 1
Jan 8 04:39:21 E-5R-2GT-LAN-AX00730682 config.db: ‘Gateway via DHCF =~ 8
showing new IP addresses
Quicklinks: Secureliow! :I
-
[Fertig I | | | | [ mteme [Fa~[®e% -~ ,
Figure A4-4: Web interface after login with changed IP addresses
» Select menu Configuration = IP configuration to verify that IP parameters are configured correctly
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/= « IE-GR-2GT-LAN-AX00730692 - IP configuration » - Windows Internet Explorer

8l -10/x|

2]

G@ % [&] hitp:/172.16.1.252 privfpriv. phpTid=IPCONF = | ‘£| |z‘ [EEing
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Datei Bearbeiten  Ansicht  Favoriten  Extras 7

¢ Favariten

i w0 - 0 #= - Sete~ Sicherheit v Extras - @~

@ « IE-5R-2GT-LAN-Ax00730692 - IP configuration =

|
b Diagnestics
¥ Configuration
1P configuration
IF configuration
Securahiaw! Operational mode: IP router - @
Paciat filter
Cut & Alarm
b Genaral sattings WAN:
b Acoess control . " prare @
assignment: 2
P etos Screenshot of Router 1
b 1P address: 172.18.1.252
VPN
Subnet mask: 255.255.0.0
b Sarvices
b Pricritisation NAT (Masquerading): rQ
¥ system LAN:
b information
IP assignment: static -1 ®
User smn B IP address: 192.168.20 254
Subnet mask: 255255 255.0
NAT (Masquerading): re
Default gateway:
IP address: 172.16.1.254 @
Apply settings. Reset changes

[Fertia T T T 3@ mtemet
Figure A4-5: New values of menu IP configuration

T REEY

6. Configuring 1:1 NAT address translation (Do this only for Routers 1 and 2)
» Select menu Configuration > Network > 1:1 NAT

/2 « IE-SR-2GT-LAN-AX00730692 - 1:1 NAT » - Windows Internet Explorer

&l -10] x|

28

6.:_: % |E] http:if172.16.1. 252 privipriv phetid=NETHMAP =l |E| |z|| Bing

Ansicht

Datei  Bearbeiten Favoriten  Extras 7

i} Favoriten

ﬁ @ - [ @ - Seite ~  Sicherheit ~  Extras - @v

@ & [E-SR-ZGT-LAN-AX00730692Z - 1:1 NAT =

|E-SR-2GT-LAN =

b Diagnostics

= Configuration
1:1 NAT - network mapping

IP cenfiguration

b General settings
P Acosss contral
< Network
DNS
IF reuting
Fort forwarding
1:1 NAT
Network groups
Hardware groups
Ethamet
LV
P services
b Fricritizstion
b System

¥ Information

us=r 30mn 3

Enable 1:1 NAT:
Private IP address /subnet mask:

b advanced settings
LAN:

Public IF address/subnet mask:
Enable 1:1 NAT:
Private IP address /subnet mask:

P Advanced settings

Apply settings Reset changes

SecureNow! WAN:
Fadket filter
Cut & Alarm Public TP address/subnet mask: 172.16,.1.252/16 (@

roe
@

192.168.20.254/24 @
re
@

Figure A4-6: Default values of menu 1:1 NAT configuration
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Configure below described entries on both Routers 1 and 2 in the section LAN: of the “1:1 NAT configuration

menu’”.

» Activate parameter “Enable 1:1 NAT”

- Click on checkbox

» Private IP address/subnet mask: 192.168.1.254/24
Note: No further settings have to be done (Do not activate checkbox “Advanced settings”)
» Click button “Apply settings” to activate the new settings.

/= « IE-SR-2GT-LAN-AX00730692 - 1:1 NAT » - Windows Internet Explorer =1 =[]
6; - I@, http:f172,16.1, 252/ priv/priv php?id=HETMAP P

Datei  Bearbeiten  Ansicht  Favoriben  Extras  ?

ﬁ Favoriten @« IE-SR-2GT-LAN-AX00730692 - 1:1 NAT »

IE-SR-2GT-LAN

P Diagnostics

= Configuration
IF configuration
SacursNow!
Padet filter

Cut & Alarm

Fort forwarding
1:1 NAT
Network groups
Hardware groups

Ethemaet

wH

&3 - B - [ mm o+ Seite v Sicherheit - Extras - @~

1:1 NAT - network mapping
WAN:

Public IP address/subnet mask:

LAN:

Public IP address/subnet mask:
Enable 111 NAT:
Private IP address/subnet mask:

= Advanced settings

172.16.1.252/16 (@

P General settings Enable 111 NAT: re
P Acosss control Private IP address/subnet mask: —
+ Network ¥ Advanced settings
DNS Enable double sided network mapping: r@ SCreenShOt Of Router 1
; Substitute with IP address/subnet mask: e
I routing

192,168,20,254/24 @
FQ®
192.168.1254/24 ®

Weidmiiller 3£

Bvpn
Enable double sided network mapping: r@
P Services
Substitute with IP addresssubnet mask: @
P Frioritisstion
b gystem Apply settings. Reset changes
¥ Information
User:aomin 3
[Fertia (3 | nternet Chov|meEm -

Figure A4-7: Changed values of menu 1:1 NAT configuration

Note:
The private IP address 192.168.1.254 now is the new IP address of the Router from the perspective of connected de-

vices at the LAN port. All devices connected to the LAN port have to be configured in the private IP range 192.168.1.0
with subnet mask 255.255.255.0.

The 1:1 NAT (address translation) is working in that way that every address of the private Class C network will be
changed to the corresponding public address.
Exemplary result of IP address mapping of configured 1:1 NAT of Router 1:

Machine 1 of network 1 (IP 192.168.1.1) can be accessed by public IP 192.168.20.1 from production network

Machine 2 of network 1 (192.168.1.2) can be accessed by public IP 192.168.20.2 from production network

Machine N of network 1 (192.168.1.n) can be accessed by public IP 192.168.20.n from production network
Exemplary result IP address mapping of configured 1:1 NAT of Router 2:

Machine 1 of network 1 (IP 192.168.1.1) can be accessed by public IP 192.168.21.1 from production network

Machine 2 of network 1 (192.168.1.2) can be accessed by public IP 192.168.21.2 from production network

Machine N of network 1 (192.168.1.n) can be accessed by public IP 192.168.21.n from production network
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From the perspective of an addressed receiver in the production network the sender has always the public IP address.

7. Configuring static routes (Only for Router 3, skip if you test the”Ssimple scenario” with only 1 Router)

Next 2 static routes have to be configured on Router 3 that all Ethernet devices of machine networks networks 1

and 2 (behind LAN port of Routers 1 and 2) can get access to each other.

» Select menu Configuration & Network = IP routing-> Tab “Configuration”

/2 # IE-SR-2GT-LAN-AX00T30692 - IP routing » - Windows Internet Explorer 8l 10| x|
G-.\_-\c- [ treo:jj172.16.1.252 0riv/peiv.phe T =STATICROUTING =SS o e
Diatei Arsicht  Favorken Extras 7

o Favorken @ « IE-5R-2GT-LAN-AKODT30692 - IP routing » f5 = ) - 0 e - Seke~ Scherhek - Extras - @@=

s DR
¥ Diagnastics
 Configurati
ren IF routing
IF senfigurstion
Seoushow! D i N
Packet filter
Cut & Alaem LAN: Type: Dissbled | @
¥ Ganarsl saliings Simple password: @
b Access contral Active interface: F®
 Natwork .
e Witk: Type: Disabled =] B
P routing Simple password: ®
Active interface: F®
Port forwarding
T Redistribute stav routes: r®
Matacdk groupe Loglevel; [rone =l @
Haedware groups Enebis Multicast Routing: re
Ethernet
LR e
Static routing tal
P Sarvices g
P Pricdtisation Active Destination Subnet mask Gateway Interface Metric a'
P System Static Rewting table i empty
¥ intarmation
SHEEE | pdd new static route: ()
Destnation: @
Subnet mask: @
Gateway: ] @
Metric: @
Interface: -
Add entry Apply settings Reset changes.
Fertia [ TS 6 mteme TR

Figure A4-8: Default values of menu IP routing (Tab Configuration)

Configure below described entries in the area Add new static route of the menu:

Only for Router 3 (This Router has 2 static routes)
Values for the first route:

e Destination network: 192.168.20.0 (Public address range of machine network 1 at LAN port of Router 1)

e Subnet mask : 24 (Class C)
o Gateway: 172.16.1.252 (Public address of WAN port of Router 1)
e Metric: Can be left blank (only one route, therefore no need for prioritization)
e Interface: LAN (Router 1 can be reached by LAN port)
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»Click button “Add entry” to add the new static route to the routing table.

Values for the second route:

e Destination network: 192.168.21.0 (Public address range of machine network 2 at LAN port of
Router 2)

e Subnet mask: 24 (Class C)

e Gateway: 172.16.1.253 (Public address of WAN port of Router 2)

e Metric: Can be left blank (only one route, therefore no need for prioritization)

e Interface: LAN (Router 2 can be reached by LAN port)

» Click button “Add entry” to add the new static route to the routing table.
» Then click button “Apply settings” to activate the new settings.

| A L 3 U RAUI 3

¥ puagnostics
 Configus ason
1P routing
P conigarsion
Smcurehirat o routing:
Packst e
Cut 8 Al LaN; Tipa: Cisszied = (B
¥ tenersi seings gk pasword; e
¥ Acess contrl Arthe rterface: =)
- Hetwork
[y ware Type: Creszied = (B
Frouting Simpke passward: @
Forwardng Acthe irtertaca: O
11 HaT ® i .
Redstrbune statc outes: [l
[ ; Configured static routes of Router 3
R FTT e 00
[— Erabla Mubicast Routing: re
i
¥ Seraces Static routing table:
¥ Eriortizston
Friort Active. Destination Subwnet mask. Gateway Interface Metric =1
:M"‘ ® 182,168,200 124 172181252 LN w
o " 192.168.210 124 172161253 LN r
Usar i 3.
Al e static route: (@
Destinstion: @
Subret mask: @
Catewy: @
Matric @
terface: - Ho
LTe— Ay westings Renet changes ||
= |

Figure A4-9: Changed values of menu IP routing (Tab Configuration) displaying 2 new static routes

8. Monitoring the new activated “routes” at Router 3
» Select menu Configuration - Network - IP routing > Tab “State”

S0 © X L 1011 e, phgteesTROUTIHGSTAT - = . y

| T ASOGO T

At routing tabile;

172, 16.0.0718 dere LN proto berrel scope ek e 372,18,1, 294
101, 1,0,011 16 chis Wil peota ks scops bk aic 10,1, 1,254
192, 1648, 200 Y24 wia 172,16 1,283 dary LAK proto statie

192, 160 71,024 vt 172,16, 1,353 darv LAN proto static Routing table Of Router 3

Figure A4-10: Menu IP routing (Tab State) showing the new active routing table
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9. Saving the new configuration
» Select menu System - Save

IE-SR.2GT-LAN L] ey
i (S
P configuration Sova
¥ System
Badwp settis . . . . .
Sm,m,:,’_ smeofyorarrenty sl This symbol starts flashing if the configuration has been changed and

Foctory defautts *W activated but not saved. Clicking on the icon the web interface jumps
- into this menu item (regardless which window is currently displayed)

Save the currently active changes you've made to the non-volatie flash memory of the device
save settngs to SIM card, too: 7

Rescct

¥ information

Save settings

Figure A4-11: Menu System - Save before saving the configuration

» Click on button “Save settings” to save the current configuration to the non-volatile flash memory of the
Router. If a SIM memory card is installed the configuration additionally will be stored on the SIM memory card.

b Diagnostics

P Contiguration

Save

¥ System
Backup settings

State of your currently used configuration: saved

Software update
Factory detaults

State of configuration on SIM card:
Save

no SIM card available
Revoot
b information

Save the currently active changes you've made to the non-volatie flash memory of the device
save settings to 5IM card, too: 1™

Save settings

Figure A4-12: Menu System - Save after saving the configuration

Additionally the configuration can be stored on the file system of the PC.
» Select menu System - Backup settings

b Diagnostics

b Configurati
S Backup settings

7 System

T Manually save the system settings

Software update Backup the current system ssttings of the device to a file on your local machine with Download settings”,

Eactory defaults
Save

Reboot Restore the device settings

} information Badup file: Durchsuchen.. | @

L Downioad setsings Restore settings

Figure A4-13: Menu System - Backup settings after saving the configuration

» Click on button “Download settings” to write the configuration file to the PC hard disk (Backup file has the default
extension *.cf2”)

Now Router configuration is finished!
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Testing the configured feature 1:1 NAT

1. Testing the accessibility between an Ethernet device of machine network 1 and an Ethernet device of produc-
tion network (“Simple scenario” if you have only 1 Router for testing)

Note: You can use a PC for simulating an Ethernet device (machine) of networks 1. Use a second PC to be a member of
the production network.
Ensure that the PC simulating machine 1 of network 1 is configured using following parameters:
- IP: 192.168.1.100, net mask: 255.255.255.0, Standard Gateway: 192.168.1.254
Ensure that the PC of production network is configured using following parameters:
- IP: 172.16.1.20, net mask: 255.255.255.0, Standard Gateway: 172.16.1.252 (pointing to WAN port of
your Router)

1.1 Try to to send a ping request from machine 1 (192.168.1.100) of network 1 to PC of production network
(172.16.1.20).

Result: PC of production network should reply the “ping request” with original reply IP address
172.16.1.20.

1.2 Try to to send a ping request from PC of production network (172.16.1.20) to machine 1
(192.168.1.100) of network 1 by using the public IP address 192.168.20.100.

Result: Machine 1 of network 2 should reply the “ping request” with reply IP address
192.168.20.100 (due to configured 1:1 NAT).

2. Testing the accessibility between Ethernet devices of machine networks 1 and 2 according to the described
application scenario (using 3 Routers)

Note: You can use PC'’s for simulating the Ethernet devices (machines) of networks 1 and 2.
Ensure that the Ethernet devices of both machine networks are configured using following parameters:
IP: 192.168.1.100, net mask: 255.255.255.0, Standard Gateway: 192.168.1.254

2.1 Tryto send a ping request from machine 1 (192.168.1.100) of network 1 to machine 1 (same IP 192.168.1.100) of
network 2 by using the public IP address 192.168.21.100.

Result: Machine 1 of network 2 should reply the “ping request” with reply IP address
192.168.21.100 (due to configured 1:1 NAT).

2.2 Tryto send a ping request from machine 1 (192.168.1.100) of network 2 to machine 1 (same IP 192.168.1.100) of
network 1 by using the public IP address 192.168.20.100.

Result: Machine 1 of network 2 should reply the “ping request” with reply IP address
192.168.20.100 (due to configured 1:1 NAT).

Note: If you perform the “ping” test please ensure that the firewall configuration of the PC is not blocking the test.
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A5 - Using dynamic IP routing as an alternative for manually configuring
static routes

Instead of configuring static routes on Router 3 it is more comfortable to use the “dynamic IP routing” feature to an-
nounce the routes of all Router network interfaces to each Router. For announcing the routing information the protocols
RIP or OSPF can be used.

Note:

If dynamic routing is activated but e.g. only the industrial Routers of the machine networks and the production network
should participate, this can be done by assigning additionally a password to the used Router information protocol (RIP or
OSPF). The result is that only the Routers with the same password exchange their routing tables. With this method you
can avoid that routing tables of the industrial networks will be announced also in an upper-level corporate network.

Configuring dynamic IP routing

In this example the protocol RIP (Router information protocol) is set for dynamic IP routing. You can chose alternatively
the “newer” protocol OSPF (Open shortest path first). Both are working properly.

» Select menu Configuration = Network = IP routing=> Tab “Configuration”

/2 « IE-SR-2GT-UMTS,3G-AX00711578 - IP routing » - Windows Internet Explorer al (ol x|
@T\? w [&] rttpi11172,16.1,252iprivipriv php7id=5TATICROLITING =l 42l x| [= 5ina |2+
Datei  Bearbeiten Ansicht Favoriten  Extras 7
S Favariten (@8 « [E-5R-2GT-UMTS{3G-ARD071 1578 - IP routing » AT < [ mm v Sete - Sicherhet v Extras - @+
IE-SR26T-UMTS2G | —
P Diagnostics
= Configuration
IP routing
IP configuration
Securehiow! Dynamic routing:
Padket filter
Cut & Alarm LAN: Type: Disabled = @
b General settings Simple password: ~ [ssese @
b Access control Active interface: re®
¥ Netwark
e WAN: Type: Disabled =] @
Simple password: oeees @
IF routing
Active interface: re®
Port forwarding
1 NaT Redistribute static routes: [nt
Network graups Log level: nore = @
Herdware groups Enable Multicast Routing: r
Ethemnet
b ven
Static routing table:
b services
P Pricritisation Active Destination Subnet mask Gateway Interface Metric <]
b System Static Routing table is empty
P Information
USSR | add new static route: ()
Destination: @
Subnet mask: @
Gateway: 6]
Metric: @
Interface: - He
Add entry Apply settings Reset changes
[t ey, weichoueller camfie [T [ [ [ meemet [7a - [®esw - 4

Figure A5-1: Default values of menu IP routing (Tab Configuration) - Dynamic routing is disabled
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Configure below described entries in the section Dynamic routing of the menu:

- Configure the below described parameters for all Routers 1, 2 and 3

LAN: e Type: Select “RIP”
e Simple password: Free text
Note: If there are several Routers with activated RIP but only the Routers 1, 2 and 3
should exchange their routing tables, then you have to use the same password for
each Router.
e Active interface: Activate the checkbox if the Router shall send the routing table to the LAN port (to
other Routers)

WAN: e Type: Select “RIP”
e Simple password: - see explanation above
e Active interface: Activate the checkbox if the Router shall send the routing table

to the WAN port (to other Routers)

Note:

You should always use the same value for “Type” on both ports (LAN and WAN). For example if you leave
Type=disabled on LAN port and you activate only the parameters Type=RIP and Active interface=set on WAN port, then
the Router will not announce (outgoing WAN port) the configured network connected to its LAN port.

The checkbox “Redistribute static routes” can be left blank because we don’t use static routes. As log level you can
chose how detailed information about RIP will be shown in the menu Eventlog.

» Click button “Apply settings” to activate the new settings.

e e — B R
Datel Bearbeiten  Ansicht Faworten Extras 7
.7 Favoriten @ « [E-5R-2GT-UMT5(3G-AX0071 1578 - IP routing » i - [ d=h - Seits - Sicherhelt - Extras~ (@~
IE-5R26T-UMTS 26 | ]
P Diagnostics
~ Configuration
IP routing
IP configuration
Securahiow! Dynamiic routing:
Fachet filter
Cut & Alarm LAN: Type: RIP @
b General settings Simple password: ~~ |esese Q@
b Access contral Active interface: re
= Netwark
e WAN: Type: RF 2@
] Simple password:  [eeses @
P rauting
Active interface: F@®
Fort forwsrding
141 NAT Redistribute static routes: r
Network groups Log level: verbose =] @
Hardwars groups Enable Multicast Routing: re
Ethemet
b oven
Static routing table:
P Services
b Pricritisation Active Destination Subnet mask Gateway Interface Metric ﬁ
b system Static Routing table is empty
P information
=R | Add new static route: )
Destination: @
Subnet mask: @
Gateway: @
Metric: @
Interface: - He
Add entry Apply settings Reset changes.

Figure A5-2: Configured dynamic IP routing
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/2w IE-SR-ZGT-UMTS,/ 3G-AX00711578 - IP routing » - Windows Internet Explorer

8| -10/x
G-—;' [& hitp:f172.16.1. 252 petv]peiv phofid=STROUTINGSTAT 3 4 % I Bing o
Dt Ansicht  Favoriten  Extras 7
Ly Favoriten 8 « [E-SP-2GT-UMTS[3G-AX00711578 - IP routing » M v E) - 0 e v Setev Scherheit > Extras~ g~

IE-SRZET-UMTS 25 W E— _
¥ Dhagnostios
 Configuration
T routing
IF eonfigueation
Secuseliont Active routing table:
Fadkat filler
Cut & Alarm default via 172, 16.1.254 dev WAN proto static
- 172.17.0.0/16 via 172.16. 1,253 dev WAN proto sebra metric 20
P Genesal settings 172.16.0,0/16 dev WAN proto kemel scope link src 172.16.1.252
b Acosss conwel 192. 168, 20,0/24 dev LAN proto kernel scope fink src 192,168, 20,254
¥ Metwork
ONS Reload
1P routing
Port foreaeding
1:1 NAT
Network groups
Hardwise grougs
Ethemat

Figure A5-3: Menu IP routing (Tab State) showing the new active routing table

Testing the accessibility between Ethernet Devices of network 1 and 2

1. Send a ping request from Machine 1 of Network 1 to Machine 1 of Network 2
Send “ping 192.168.21.100” (this ist the public IP address of Machine 1 of Network 2, translated by
1:1 NAT from 192.168.1.100 to from 192.168.21.100)

1. Send a ping request from Machine 1 of Network 2 to Machine 1 of Network 1
Send “ping 192.168.20.100” (this ist the public IP address of Machine 1 of Network 1, translated by
1:1 NAT from 192.168.1.100 to from 192.168.20.100)

Result: All sent “pings” should be answered by the requested IP addresses correctly.

Note:

1. If you perform the ping test using PC’s please check your firewall configuration to ensure that ping
requests and echoes are allowed.

2. Keep in mind that every device which will be used for ping testing needs an entry for the standard gateway
(IP address is pointing to the Router of the PC’s network).
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B. Application scenarios (Uses cases) for VPN (Virtual private networks)

B1 - OpenVPN based remote access application via “Meeting Point”

Description of a remote access application to allow a communication be-
tween protected, not directly accessible machine networks and remote Ser-
vice-PC’s by using a public OpenVPN-Server as ,,Meeting-Point“

Please download this technical note from the Weidm{ller website using the following path:
1. Open http://www.weidmueller.com/IE

2. Select section ,Industrial Ethernet* - ,Documents”

3. Scroll down to section ,Technical Notes*

4. Download the file ,TechNote-RemoteAccess_via_Router_and_MeetingPoint_V1_ ?7?.pdf*

B2 - Configuring an OpenVPN remote access scenario using a Weid-
muller Router as OpenVPN-Server

Please download this technical note from the Weidmdiller website using the following path:

1. Open http://www.weidmueller.com/IE

2. Select section ,Industrial Ethernet* > ,Documents”

3. Scroll down to section ,Technical Notes*

4. Download the file ,TechNote-RemoteAccess_via_ Router_as OpenVPN_Server_V1 ?7?.pdf*

B3 - Configuring an IPsec scenario between 2 Routers (Client and
Server)

This document is currently in preparation. Please check if this technical note is available from the
Weidmiller website using the following path:

1. Open http://www.weidmueller.com/IE
2. Select section ,Industrial Ethernet® - ,Documents”
3. Scroll down to section ,Technical Notes*
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C. Additional application notes

C1- How to start and stop a pre-defined OpenVPN connection by exter-
nal 24 VDC input

In this example a pre-defined OpenVPN client connection (at tab VPN1) will be configured to be started and
stopped by external 24 VDC input.

Ci1
Cl1.2

Go into the Web-Interface and select OpenVPN menu.
Select the configured VPN session (here tab VPN1 as shown below).

-
g(/j & hitp://192.168.10,254/ priv/ priv.phpTid=VPN-1CFG
&5~ v [ d=y v Sejtew Sicherheitv Extrasv @~ &}

L-BoX ” E = IE-SR-2GT-UMTS/3G-AX0... * ‘ ‘

IE-SR-2GT-UMTS13G Configuration m VPN2 VPN3 VPN4 VPN5 VPNG VPNi
P Diagnostics
~ Configuration
VPN1
IP configuration
i
SecuraNow! Basic settings
Packet filter
Cut & Alarm Enable VPN instance:
b General settings Interface mode: ICIiem : @)
b Access control Permanent connection: 6] I
" PRy
> Netwiork Layer: [Laye If enabled on a server
i . ITAF' instance the server will -7 q
¥ VPN OpenVPN device type always be up. If enabled on ® This is the t00|tlp
OpenVPN Server address: 46.7¢ a client instance the client . .
o will always try to reconnect Wh|Ch W||| be
IPsec Server port: 1194 if the connection gets lost. el d f
If not enabled the
b Services Pratocol: TCP connection can be switched ISplayed It you move
y . on using the VPN key, CUT
b Prioriization Certificate: Oper o pemg e vini e Cor @ | the mouse cursor to
N Authenticate with username and password: ] @1CP C7A checkbox "Permanent
System
Username: Tela b
P Information connection
Password: shol
Pull routes from server: @
User: admin [3
Use HTTP proxy: ]
Additional settings
Log level: Iinfo :
LZ0 compression: Iadaptive : @
Cipher: |E!F-CBC : @
Apply settings Reset changes
H “ H ”
C1.3 Disable (Clear) checkbox “Permanent connection”.

- Now the OpenVPN-Client configuration will not automatically try to connect an OpenVPN-Server
but it will start a connection by external 24 VDC input (connector “VPN initiate”). A connected
OpenVPN tunnel will be stopped by removing the external 24 VDC input.

C1.4 Click “Apply settings”.

C1.5 Ifaconnected OpenVPN tunnel shall be signalized by LED “VPN” and digital output connector “VPN
active”, select tab “Configuration” of OpenVPN menu, goto field “VPN LED / Output Controller” and

select the desired VPN tunnel (below screenshot shows selected L3-VPN1 session).
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E-SR 26T-UMTSOG m VPN VPN VPN VN4 VPNE vPNg PN VN VPN VN1D State
¥ Disgnostics
 Confguiation
OpenVPN
1P cenfiguration
fecuetion! Currant panVPN sarver tabila:
Fachet fitor
Cut & Alsem Davica Cartificate P Info Pratocol  Local sarvor port ~]
® Ganaral setings LIVPNZ P QpenvPN_Sarvert (OpenvPN_Sarvert_dpem) 10.8.0.1/24 Tep a1
¥ Acceas conirol
¥ Natwork Current DpenVEN client table:
-y
OpenvPN Device Certificate 10 Info Protocol  Server adiress Server by
1Pec : S
LIV P OperPLChent1 (CpenVPH_Clant1_ikpam) OpeVEN/DHEP Tep 46.16.217.213 194

b Senices

b Prisrtizanon
WTTR/HTTPS proxy settings lor dients:

¥ Systam
o HTTP proy 1P acdress |
¥ infermation
" WTTP prasy TCP port I
HTTP prowy authanbcation mathod:  [none [=] @
e i [
HTTP prosy usemams: I
HTTP paowy passward: I
sattings:
VPN LEDY output controlier [L3veni[z]

[The seiuctod savice
jcontrois the state of the
VPN LED and of ha dgtal

)
Fossile statas of e LED
we

Appty setlings

on; cennectig

C1.6 Click “Apply settings”

C1.7  To activate the “not permanent” configured OpenVPN connection provide 2 pins of the 4-pin con
nector named “VPN initiate / VPN active” with 24 VDC. If you disconnect the power then the VPN
tunnel will be closed.

See below described pin assigment.
KA

Description of device interfaces at front side (top-down)

‘eidmiller

USB 2.0 connector

4-pin connector ( Cut WAN port® and ,Signalize Alarm”)
» 24 VDT input for Cut signal (Disabling WAMN interface) and
» 24 VDC output forsignaling an alarm event

MNote: Corresponding socket connectoris included

4-pin connector ( VPN initiate” and VPN active®)
» 24 VDC input forinitiating a VPN tunnel (Predefined OpenVPN tunnel)
» 24 VDT output for signaling an active VPN tunnel

MNote: Corresponding socket connectoris included

RJ45-Connector WAN (10/100/1000BaseTX)

RJ45-Connector LAN {(10/100/1000BaseTX)

3-pin connector for 24% DC power supply

Note: Corresponding socket connectoris included
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Pin assignment of 4-pin connector for ,.VPN initiate* and ..VPN active"

I v v 1234

1 24V DC (VCC)

2 Initiate VPN (24 V In) ﬁ
3 VPN active (24 V Out)
4

GND sl Bl

Start /Stop signal
VPN VPN active

| |
+| l-
External 24 VDC

Input ke> Output %

C2- Description how to disable the Ethernet connection at WAN port

The Ethernet WAN port can physically disabled using several methods:
Method 1: Hardware-based disconnection (Cut) by external digital input
Method 2: Software-based disconnection by a Firewall-rule

Method 3: Software-based disconnection by feature “Client monitoring”

Method 1: Hardware-based disconnection of WAN port by external digital input

To disconnect the WAN port provide 2 pins of the 4-pin connector named “CUT Wan port / Signalize Alarm”
with 24 VDC. If you disconnect the power then the WAN port will be activated again. See below described
pin assigment.

Note: Disconnecting the WAN port by digital input overrules the software-based CUT events.
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&

Description of device interfaces at front side (top-down)

‘eidmiiller

USE 2.0 connector

|+ 4-pin connector (,Cut WAN port* and ,Signalize Alarm®)
» 24 VDC input for Cut signal (Disabling WAN interface) and

» 24 VDC output for signaling an alarm event

MNote: Cormesponding socket connectoris included

4-pin connector ( VPN initiate* and VPN active)
» 24 VDC input forinitiating a VPN tunnel (Predefined OpenVPN tunnel)
» 24 \WVDC output for signaling an active VPN tunnel

MNote: Corresponding socket connectoris included

RJ45-Connector WAN (10/100/1000BaseTX)

RJ45-Connector LAN (10/100/1000BaseTX)

3-pin connector for 24 DC power supply

MNote: Corresponding socket connectoris included

' SIGNAL NAME
1234

1 24V DC(VCC)

2 Cut (Disabling WAN-Port, 24V @@@
In)

3 Signalize Alarm (24 V Out)

4 GND

Input \ Output

Disconnect|  signal
WAN port | Alarm event

|
+| -
External 24 VDC

Method 2: Software-based disconnection of WAN port by Firewall-rule

Inside of a Firewall-rule it can be configured that the WAN port will be disconnected if this Firewall-rule
matches.

As an example below we create a Firewall-rule which will deactivate the WAN port if a device is sending a
ping request incoming into the WAN port and outgoing to a device connected at the LAN port.

C2.1 Goto menu Configuration > Packet filter
C2.2 Click the “+” icon (Add a new rule-set)
C2.3 Mark Define a new rule-set and enter the name and the description of the rule-set as shown below
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L2
Choose an exsting rule set or create a new one
1

Hare you can select an ewsting
rufe sat or craate 3 new one
Fusther on. you can delste
susting seff defined e sats
Predefined nde sets can be
moded aker copying 3 selected
nde set with the copy button

A e set may have up to 10 Ster
ndes Cumently actie nde sets
are grayed out and cannct be
sedected

Delete Copy Close Mext
C2.4  Click button “Next”
[~ [
%]
L2 Here you can o8t the name of the =
Al rules in the current rule set rule set. re-sont rules Dy using the
amow butions) edd. nsen or
1 delete rubes
Overview of rule set Drsconnect W
inbound interface [+~ [z [T
Outbound interface.  |== -« . -
"
v =
Asa (21 Delete Hext
E
C2.5 Select Inbound Interface = WAN
C2.6 Click button “Add” to create the first rule of the rule-set “Disconnect WAN”
B - e
X}
L2 You can specify a source and
IP addresses and IP protocol of the rule ?:;rm?:rﬁ:“”;‘s o sutnst
1 255 255 255 255 is supplied. a
. :;:-mmﬂl(e:?‘ will be used for the
3::‘:“:11:01“::?:\:“5'(@ [T 1921680 U?zlis 2;‘5:55 mu
2:’:';23:;;5:‘5} ES;sums:t ::”k
Destination IP address/mask I__
Use network groups | @ == :;ig'ﬂu-"rﬁé';.;":ﬁ}s;ff;::f ©
IP protocol |" : ’ﬁ —E
Back MHext
C2.7 Enter * in both fields “Source IP address” and “Destination IP address”
C2.8 Select IP protocol = ICMP
C2.9 Click button “Next”
L T
%]
Le Here you can select the ICWMP
massage type. The mast commaon
IP protocol options of the rule are "request” and “reply”. They are
N necessary for the “ping” command
to succesd ICMP is essential for
the functionality of an IP netwark
ICMP type -T2 [y [= Any enables all ICMP messages
Statefulless FW Ao v
Back Hext L

|
C2.10 Leave “ICMP type” as default (any)

C2.11 Click button “Next”
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EE - e

La""" 2 Cilbar A
Action: -
2 Action and name of the rule Tells how to handle a packet
that passed all criteria
Action |Cul4 Do - Alows:
: ’ The packet will be forwarded
Regect reason netunreachable] = Drop: E
g The packeat wll be silantly
Log [ discarded
Alarm 7 The natwork link will be cut at
hardware level
Max. packets/s Reject:
The packet will be discarded
Rule name: LinkDaownByFing and the sender will be notified
The message can be defined =
wvia "Reject Reason”
Back Wext Additionally a loa antry eauld T
|
Apply settings

C2.12 Select “Action” = Cut + Drop

C2.13 Enable checkboxes Log and Alarm to signalize a CUT in the Event-Log and to switch-on the
Alarm-LED at frontside of the Router

C2.14 Enter the name of the rule (max. 15 characters)

C2.15 Click button “Next”

CE -
%]

Lz Here you can edit the name of the =
All rules in the current rule set rnule set, re-sort rules (by using the
amow buttons) edt. mser or
1 delete ndes
Owervew of nule set Disconnect_V

Inbound interface:  [== [=] [wan  [=]
Outbound interface. [ - - -

LD ownByPing

Now the rule “LinkDownByPing” is created. We do not need any further rules.

C2.16 Click button Next to finish creating the rule-set

O e

(X}
La

Here you may define wheth «
activity of the rule set shoul
Activity of the rule set restricted to a certain time

i window

Limit activity L Starting and ending time mi
in HH MM format. You mus
From select the days of week an
the rule set is supposed to |
Uil active

Caution: ¥ you do not chec
laast ane day the rule set w

Monday Tuesday Wednesday Thursday Friday Saturday Sunday
A -
be activated at all |

4 i | "

C2.17 Click button “OK” cause we do not set any time limits
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information state of the rule set

The rule set is prepared

C2.18 Click button “Close” to finish the rule-set creation

IE-SR-2GT-UNTSAG Il _ Layer2

P Diagnostics

Status

* Configuration

IP configuration
SacureNow!
Packet fiter
Cut & Alarm

Layer 3 Filter @

2 rule sets (B

1 Allow_L3* (1 ruke)
Allow all L3 traffi

P General seftings

P access control

2 Disconnect_WAN from WaHN (1 rule)
Disconnacts WAN Port f Router racaies a b

P Netwark

LA

> sovca B e

P Priontization Show rule sets for following interfaces
P system
P information Packet fiter has bees

User: samin @

Apply settings

Dene

=
e

from: [_T| to: I'_T| C

(@ @ Internet | Protected Mode: On v RN -

Now the new rule-set Disconnect WAN will be displayed in the Layer3-Filter-table. We need to change the
position of the new rule-set to top-most cause the Packet filter (Firewall) checks the rules from top to bottom.
Due to the fact that the default filter rule “Allow_L3” is always matching for each traffic the new rule-set never

would be used.

IE-SR-2GT-UNTSG |l _ Layer2 T

P Diagnostics

= Configuration

Layer 3 Filter
P confguration ¥ ®
SecureNow!
2 rule sets
Packet fiter <
A 1 Disconnect_WAN from WAHN (1 rule)
Cut & Alarm Disconnacts WAN Port f Router receies a Ping reguest at WAN port
P General seftings Position Nama Source Destnation
P access control ! LnkDownByPng
P etwors 2 A
P vPN
P Senices
P Priortization Add a new rule set
By using the plis symbol you can add new rule sets
P system Show rule sets for following interfaces
» Information only rules affacting the selected network interf il be displa
T P Bkar an modified. Please chck on Bapos;Apply settings&apos; to activat
Apply settings

o
Protocol Extra Connection control Action
Icmp . automatic TN
R
o
-

(@ @ Internet | Protected Mode: On v RN -
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C2.19 Change the position of rule-set “Disconnect. WAN” to be the topmost by clicking the arrow-icon

C2.20 Click button “Apply settings” to activate the new firewall-filter

Important:

Before testing the CUT function we have to determine how to re-activate a disconnected WAN port. This has

to be done in the menu Cut & Alarm.

C2.21 Select menu Configuration > Cut & Alarm

By default a triggered CUT or Alarm event has to be re-set manually as shown below left. To re-set manually

triggered events change to tab State and click buttons “Reset cut signal” and/or “Reset alarm signal”

Tab “Configuration”

Tab “State”

8 < E-SR-2GT-UMTSIG-AXDOBETI0 - Cut & Alarn » - Windows Internet Explorer
QU= le

i Favarites

17216120/ priv/priv.phplid= CUTALARMSE

54 £ Suggested Sites = 8] Web Slice Gallery =

8 < ESR2GT-UMTS 3G AXDOETI00 - Cut & Alar...

E-SA-2GTUMTSEG M o Ee
¥ Diagnostics
= Configuration
Cut & Alarm
IP configuraicn
Securshiow!
Internal cut acknowdedgment: Manual = @
Packetfier "
Internal cut brequt: £
Cut & dlarm
b General ]
Eneral ssting: Alsrm acknovdedgment: EEN- @
b ol
s s Alarm timeout: e
P Hatwork:
B uph [~ Enable automatic dient monitoring recovery acknowledgment (@
P Zenices
b Friortzasen Apply settings Reset changes
¥ system
¥ information
Use somin B

G e

i Fevorites

Cut & Alam = -
17216120/

% B Suggested Sites = @] Web Slice Gallery v

8 < IE5R 26T UMTS/35- A0SATI00 - Cut & Alar..

IE-SR-2GT-LMTS3G

Configuration

Cut & Alarm

¥ Diagnostics

= Configuration
1P canfiguration
curahiow!
Securahiow Cut & alarm configuration: &
Packet fiter
Cut & Marm

¥ General sefings

alarm mods:
Intermal cut mode:

Marwal acknowledgment
Marual acmowledgment

b ccess contro

P Natwari
by Cut & alarm state:
P Sendces
b Friortzation Alarm event: off
Int. cut event: off
P system Ext. cut avant: off
¥ information Reset cut signal Reset alarm signal

s aarin B

Alternatively the re-set of events can be configured automatically with a selectable time-delay.
The 2 screenshots below show a configured “automatic mode”

& - E-SR-26T-IMTSA Cut B Alarm « -
G * [l e 17216120 prvprehe?

wr Favoiites | 55 @) Sugg tes » @] Web Slice

8 < IE-SR-2GT-UMTS/3G-AND068T00 - Cut & Alar..,

IE-SR-2GT-UNTS36 W

¥ Diagnostics
= Configuration

Cut & Alarm
IF configuration
Securehlont
e Tnberrial cut ack |Automatic =| @
Packe Siter
Internal cut timeaut: 20 sec
Cut & larm

r
Coml g alarm acknowdedgment:

Automatic = | @
Fil sec

™ Enable eutamatic chent monitaring recavery acknowledgment (B

¥ access control Alsern Emooit
Alarm timeout:
¥ hetwark
PPl

¥ Services

¥ Prioritization Apply settings Reset changes

¥ system
¥ Information

e admin @

@+ [E-SR-2GT-UMTS/3G-AX00687399 - Cut & Alsrrn » - Windows Internet Explorer
@O- E] htty:/ 17218120/ priv/ priv. phe T

i Favorites | 528 @) Suggested Sites = @)

& Gallery =

& = E-SR-DGT-UMTS/3G-AN00687399 - Cut & Alar...

IE-SR-2GT-UMTS3G

Configuration _

b uagnostics
7 Canfiguration
IF configuration

Cut & Alarm

E How!

pruetiow Cut & alerm configuration: ()
Facket tier
Cul & Marm

P General zettings

Alarm mode:
Internal cut made:

Automatic acknowdedgment after 20s
Automabc acknowledgment after 205

P access control

P retwark
L] Cut & alarm state:
b sanices
P Pricritizaticn '::'E'":::;; z
. cul :
b system Ext. cut avant: off
¥ Information

Usar: seimin B
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C2.22 Setthe modes for CUT and Alarm acknowledgement to Automatic

After finishing configuration and applying (don’t forget) of the behaviour how to re-set the event, a test of the
configured CUT-Firewall-rule can be started.

C2.23 Connect a PC at WAN-Port of the Router.

C2.24 Connect a second PC at LAN-Port of the Router to check what happens when the CUT-event is
triggered.

C2.25 Send a Ping request from PC-WAN to PC-LAN.

As result the WAN port should be disabled immediately. In automatic mode you have to wait the delay time
until the WAN port is re-activating. In manual mode goto to Routers Web-Interface with PC-LAN, select menu
Cut & Alarm, change to tab “State” and click buttons “Reset cut signal” and/or “Reset alarm signal”.

Note: Please keep in mind that “pinging” the IP address of Router’s LAN-Port from WAN-network will not
trigger the configured Firewall-rule. The Layer-3-Firewall is only working for data packets which have to be
transmitted from Router’s inbound to outbound interfaces to an external device.

Method 3: Software-based WAN port disconnection by feature “Client monitoring”

The Router has a builtin feature named “Client monitoring” which can be used to test if a connected device is
still alive. This will be done by periodically sending a block of 5 ping requests every 50 seconds. If a moni-
tored device is no longer answering then either an internal CUT (disconnect WAN port) or an Alarm (24 VDC
digital output) can be triggered.

As an example (as shown in the screenshot below) we create an entry to monitor a device with the IP ad-
dress 192.168.10.11.

C3.1 Goto menu Configuration > Services - Client monitoring
C3.2  Enterinto the line of section “Add a new entry” the parameters to monitor a device

= [P address - Device which will be monitored

» Delay (ms) - The Router sends every 50 seconds a block of 5 ping requests to the monitored
device. If the average response time (based on 5 ping requests) is longer than
the configured Delay-time then this trigger condition will match.

= Packet loss(%) > If the lost share (no response) of 5 ping requests is greater than this
configured value then this trigger condition will match.

= Action - As an action “CUT”-WAN-Port or an “Alarm” can be defined. An action will be
triggered if one of the parameters Delay (ms) or Packet loss(%) exceeds the
configured values.

Note: If you select the action “CUT” it makes only sense to monitor devices at LAN port due to the fact that
the WAN port will be disabled in case of a lost connection.
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IE-SR-2GT-UNTS13G m

P Diagnostics

= Configuration N L
Client monitoring
P configuration

1]
SecureNow Current monitoring table:
Packet fitter

Cut & Alarm

P address ms Packet loss{% Action State
P General setings C] Delary(ms) (%)
b Lecess contral Monitoring table is empty
P Network
E-mail server:
L]
* Sarvices E-mail address:
DHCP sarver
Dynamic DNS
Add new entry:
Web server
SHIP P address: Delay: Packet boss: Action:
Modous TCP 192.168.10.1 00 ms 00 % cut =] @
none
Cliant manitoring Alarm
R Add entry Apply settings Reset changes

P system

C3.3 Click button “Add entry”
C3.4  Click button “Apply settings” to activate the new entry

IE-SR-2GT-UNTS2G K
P Diagnostics
= Configuration . o
Client monitoring
IF configuration
s Mow!
seuretiow Current monitoring table:
Packetfiter
Cut & Alarm
_ & P address Delay(ms) Packet loss{%) Action State
P General settings
b Access contral 152.168.10.11 100 100 Cut [ 2
P Natwars
E-mail server:
b VRN
- Senices E-mail address:
DHCP server
Dynamic DNE
Add new entry:
Wel server
SHMP 1P address: Delay: Packet loss: Action:
Wodbus TCP ms % [none [=] @
Client monitering
Add entry Apply settings Reset changes
P Prioritization

Note: The behaviour of re-setting a triggered (CUT or Alarm) depends on the configuration of the menu
Configuration > Cut & Alarm.

Additionally, if the parameter “Enable automatic client monitoring recovery acknowledgment” is activated

then the Router will automatically re-activate the WAN port if the monitored device (at LAN port) is accessible
again (cause the Router is still checking every 50 seconds by ping request).

IE-SR-2GT-UMTS/3G m State

P Diagnostics
 coniguraton Cut & Alarm
IF configuration
SecureMow!
Internal cut acknowledgment: Automatic [»| @
Packel fner
Internal cut imeout: [2IJ S6C
Cut & Alarm
3 a
General satings Alarm acknowledgment: Automatic (=] @
b (S
o contrl Alarm timeout: 20 seC
P Netwark
LA W Enable automatic client monitaring recovery acknowledgment (@ I
b Sendces
P Prioritzabon Apply settings Resel changes
P System
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C3- Description how to use the feature “Remote Capture” with Wire-
shark to analyze the LAN/WAN traffic of the Router

The function “Remote Capture” can be used to record the traffic at Router's LAN- or WAN port using a re-
mote connected PC running Wireshark. The PC is located somewhere in the network and must be able to
access one of the IP addresses of the Router.

Step-by-step guidance

C3.1 Activate the “Remote capture” feature of the Router as shown below (Menu Diagnostics > Remote
Capture)

Note:  Only one Wireshark-Client-PC (here 172.16.1.10) can be used at the same time record the traffic by
Wireshark. Please deactive this feature if you no longer need to analyze the traffic because it has
an impact on the performance of the Router.

. [E-SR-26T-UMTEAG Remate capture = - Windows 1 Explorer =l = e
@Q' 'p_ http://172.06.1.20/ prv/ priv.phpTids REMOTECAP = Q|"|X|I Sing £~
o Favorites | g @] Suggested Sites = @] Web Slice Gallery =

@ « IE-SR-2GT-UMTS/3G-AND0GETIS0 - Remmote cap_. H-B | g v Pagew Safetyw Toolsw e

[E-SR-2GT-LNTSEG Configuration

= Diagnostics -
Ster et Remote capture
Eventlog
e Enable remote capture semver: ¥ @ Activate the checkboxes and
g Client address: 17216110 @
** Verbase logging: e) enter the IP address of the remote

| e — Wireshark-PC.

Apply Setlings Reset changes
b system Then click button Apply settings
¥ Information
wwwwww =
(3 @ Internet | Protected Mode: On G v BRIk -

C3.2 Start Wireshark at your PC

C3.3 Click “Interface list” or alternatively select in the menu “Capture” - “Interfaces”

a bz o e ==

Eile Edm View Go Cepture Anslyte Jstistics Telephony Tools Jetemsls Help
B EEXZE A9 T aeam @Dm% @

Filter Expression... Clear fpply Save

The World's Most Popular Network Protocol Analyzer
Versiol 3.2 S\

i ey 44520 from frunk-1.8)

e ) onine_________|
Interface List = Open o Website
o > pact]
- Open Recent % User's Guide
@ st L2 B
GG o o M NIKTICH 13 CITT Rom. T Stant @ Sample Captures S .
8] Microsoft: \ Device NPF_{EZBADBIO-1960-43B8-53CE-CBOLLATS T} T e s

g Security
eme Gigabit Ethernet Driver: Device\ NBF _(CEECTI79-2 e s s
Adapter VB \Device\ NPF_[19D6CTS0-ELBA-4TI4-B833C-026F

u Capture Options

The local Ethernet Interfaces of the computer will be displayed.
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E Microsoft

Description

Er] TAP-Win32 Adapter V9

E Broadcom Met¥treme Gigabit Ethernet Driver fed0:2ddeledl:B0ba:2dad 45

P Packets Packets/=
fe80:48e36/028264:0734 O 0
0
£e80:1560:7712:ad60:4366 0 0
| Start | | Stop | [ Dptions l Close I

C34

Click button “Options”

rCaptur

Capture

Interface

Microsoft: \Device\NPF_{E2ZBAQD...
feBl-4Be-6282641734

eB-4Ee3-6ZE2b41734
Broadcom MetXtreme Gigabit Et...

Link-layer header Prom. Maode Snaplen [B] Buffer [MB]+

Ethernet

enabled defa

ult

Use multiple files

Use pcap-ng format

fell-2ddeled 1 -80ba-2d=0 Ethernet enabled default 1
17216110
TAP-Win32 Adapter V9: \Device...
feB0-1560TTLEad 654366 Ethernet enabled default 1 |
10801 1
4 10 | r
Capture on all interfaces Manage Interfaces
Capture all in premiscucus mode
-Capture File(s) ~Display Opticns
File: | | [Erowse...]

Update list of packets in real time

[4] Next file every 1 gk ~ Automatic scrolling in live capture

[] Met file every 1 7| |minute(s) - Hide capture info dialog

[] Ring buffer with |2 = files

= _ ~Mame Resclution

[] Stop capture after |1 — file(s)
e s Enable MAC name resolution

. after 1 7| packet(s) Enzable network name rescluticn

.. after 1 megabyte(s) -

. after 1 . b - Enable transport name resclution
sor | (o

C35 Click button “Manage Interfaces” and change to tab “Remote Interfaces”

Pipes | Local Interfafes | Remote Interfaces;

Weidmiiller 3£

P

Remote Interfac

- Host 4 Name ‘
(Dot
ppe: | | |gme‘.‘]‘ il S
|
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C3.6  Click button “Add”

‘ Wireshark: Rerr %I - - .

Host: |17216.1.20] B

Port: | 2002 |
~Authentication

@ Mull authenticaticn

() Password authentication

Username:| ‘

Password: | ‘

| ok ” — ]

C3.7 Enter into field “Host” the IP address of the Router

Note: You can enter either the IP address of LAN or WAN port. The import fact is that the Routers IP ad-
dress is accessible by the Wireshark-PC.

C3.8 Enter into field “Port” the value 2002 (will be filled automatically if you enter an IP address)
C3.9 Click button OK

Now both Interfaces of the Router (= Host 172.16.1.20) should be displayed.

. Add new interfaces - - -_ |

| Pipes | Lacal Interfaces | Remuote Interfaces |
-Remote Interfaces
Host 1 Mame 1 Hide
= 17216.1.20
rpcap://[172.16.1.20]:2002/LAN
rpcap://[172.16.1.20]:2002, WAMN
Add | | Delete Apply l [ Close

C3.10 Click button Close

The “remote capture interfaces” will be displayed in the list of selectable interfaces.
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. Wireshark: Capture Options - - .L.

-Captur
Capture Interface Link-layer header Prom. Mode Snaplen [B]Buf‘Fer[MB]l;
Microsoft: \Device\NPF_{EZBAD...
FeB0-48=T 602 EIEA1T4 Ethernet enabled  default 1
TeB0-48e3:6f02-E2b41734
Broadcom NetXtreme Gigabit Et...
feB0-2ddcled180ba2d=0 Ethernet enabled default 1
17216110
TAP-Win32 Adapter V9: \Device... =]
feB0-1560:7712-2d 654366 Ethernet enabled default 1
10EQ1
rpcap://[172.16.1.20]:2002/LAN Ethernet enabled default 1
{E_,cfspf{f;u?z'16'1'201:2002MAN Ethernet enahled default 1
4 m >
Capture on all interfaces
Capture all in promiscucus mede
~Capture File(s) ~Display Opticns
Ri= | | [Erowse...] Update list of packets in real ime
Use multiple files Use pcap-ng format
(] Next file every 1 = et} = Autematic screlling in live capture
[ Next file every 1 < |minute(s) - Hide capture info dialog
[] Ring buffer with |2 = files
= - ~Mame Resclution
[] Stop capture after |1 +| file(s)
“Stop Capture Enable MAC name resolution
- after 1 <] packet(s] Enable network name resclution
... after 1 = |megabyte(s) -
o 1 = T - Enable transport name resclution

| Start | ’ Close

In this example we want to capture the traffic at WAN port.

Weidmiiller 3£

-Capture Options

C3.11 Double-Click the line rpcap//[172.16.1.20]:2002/WAN
Wl Edit Interface Settings ===

~Captun

Interface:  rpcap://[172.16.1.20]:2002/ WAN

IP address: 17216120

Link-layer header type: n

Capture packets in promiscucus mode

Limit each packet to 65535 * bytes

Remote Settings

Wireless Settings

Buffer size: \1—5 megabyte(s)

[Qapture Filter:l |

| [Compite BE|

| ok || conee |

:

o not capture own

ze UDP for data transfer

~sampling Opticns

@ Meone

i 1 of 1 . packets

0 1 every |1 “ milliseconds
oK Cancel

C3.12

C3.13

C3.14

C3.15

Click button “Remote Settings”

Click button “OK”
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Again click button “OK” to close the window “Edit Interface Settings”
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rCaptur

Capture Interface Link-layer header Prom. Maode Snaplen [B] Buffer [MEB] 1 »
Microsoft: \Device\NPF_{EZBAD...
feBl-48e3-6f02E2b4-1734 Ethernet enabled default 1
FfeBlr48e36f 02 E2041734
Broadcom NetXtreme Gigabit Et...
feB0-2ddeled1-B0ba-2d20 Ethernet enabled default 1
17216110
TAP-Win32 Adapter V9: \Device... =
f2E0-1560. 771220654366 Ethernet enabled default 1
10EDL
rpcap:/f[172.16.1.20]:2002/LAN Ethernet enabled default 1
Frp;:ff!nl:_f;;[l?llﬁ.LZ{)]:Z{)ﬂZMﬂ.N Ethernet enabled default

m | 3

Capture on all interfaces Manage Interfaces

Capture all in promiscucus mode

-Capture File(s) rDisplay Options
File: | | [ﬁrowse...l Update list of packets in real time
Use multiple files Use pecap-ng format
[T hiceven 1 N - Automatic screlling in live capture
[ Mext file every 1 5| |[minute(s) - Hide capture info dialeg
[] Ring buffer with |2 files
) ~Mame Resoluticon
[] Stop capture after (1 file(s)
e iR e Enable MAC name resclution
- after 1 <] packet(s) Enable netwark name resalution
1 = megabyte(s) -
1 : T - Enable transport name rescluticn

I Start I Close

C3.16 Activate the checkbox in line rpcap//[172.16.1.20]:2002/WAN

C3.17 Click button “Start” to record the traffic at Routers WAN port

i rpeapi//[172.16.1.20]:2002/WAN [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)] ol o=
File Edit View Go Capture Analyze Statisticz Telephony Tools Intemals
BEsed BDEIRXSE A+ T L Qaaf @®mxE &
Fiter, | [~ | emression... ciear appiy Save
No. Time Source Destination Protocol Length Info L . P
109 76.4858140172.16.1.10 172.16.1.255 NENS 92 Name query NE ISATAP<00>
110 77.0492120172.16.1.11 239.255.255.250 55DP 175 M-SEARCH * HTTP/1.1
111 77.2493480172,16.1.10 172.16.1.255 NBNS 92 Name query NB ISATAP<00>
112 78.0138120172.16.1.10 172.16.1.255 NBNS 92 Name query NB ISATAP<00>
113 78.7801010 Fe80: :2ddc:ledl: LLMNR 86 standard query 0x04b0 A isatap
114 78.7802620172.16.1.10 LLMNR 66 standard query 0x04b0 A isatap
115 78. 8877420 Fe80: :2ddc:Lledl: LLMNR 86 standard query 0x04b0 A isatap
116 78.8878450172.16.1.10 LLMNR 66 standard query 0x04b0 A isatap
117 79.0906530172.16.1.10 .16.1. NBNS 92 Name query NB ISATAP<00>
118 79.8544430172,16.1.10 72.16.1.255 NENS 92 Name query NE ISATAP<00>
119 80.0575700172.16.1.11 239.255.255.250 55DP 175 M-SEARCH * HTTP/1.1
120 80.3911740172.16.1.10 172.16.1.255 BROWSEF 243 Local Master Announcement USERL-PC, workstation, server, NT workstation, potential
121 80.6189030172.16.1.10 .16.1.255 NBNS 92 Name query NB ISATAP<00>
122 81.3856140 Fe80: :2ddc:ledl: 5 LLMNR 86 standard query OxdcS5c A isatap
123 81.3858160172.16.1.10 LLMNR 66 standard query OxdcSc A isatap
124 81.4929140 F£80: :2ddc:Lledl: LLMNR 86 standard query OxdcS5¢ A isatap
125 81.4929960172.16.1.10 LLMNR 66 standard query OxdcSc A isatap
126 81.6960860 172.16.1.10 NBNS 92 Name query NB ISATAP<00>
127 82.4595810172.16.1.10 NENS 92 Name query NE ISATAP<00>
128 83.0683220172.16.1.11 SSDP 175 M-SEARCH * HTTP/1.1
129 83.2241330172 .255 NENS 92 Name query NE ISATAP<00>
130 83.9904490 fe 3 LLMNR 86 standard query 0x122a A isatap
131 83.9906550172,16.1.10 224.0,0.252 LLMNR 66 standard query 0x122a A isatap
132 84.0981040 fe80: :80b FFO: 3 LLMNR 86 standard query Ox122a A isatap =
133 84.0982090172,16.1.10 224,0.0.252 LLMNR 66 standard query 0x122a A isatap
134 84.3011620172.16.1.10 172.16.1.255 NBNS 92 Name query NB ISATAP<00>
135 85.0648300172.16.1.10 172.16.1.255 NBNS 92 Name query NB ISATAP<00> -
<[ 0 »
Frame 1: 139 byres on wire (1112 bits), 139 byres captured (1112 bits) on interface O
Ethernet II, src: MoxaTech_20:96:46 (00:90:e8:20:96:46), Dst: LLDP_Multicast (01:80:c2:00:00:0e)
Link Layer Discovery Protocol
0000 0L §0 c2 00 00 Qe 00 90 e8 20 96 46 88 cc 02 07 =
0010 04 00 90 e§ 20 96 46 04 02 07 35 06 02 00 78§ 08 L. .
0020 Ob 3i 30 20 54 58 2c¢ 52 42 34 35 2e 0a 11 56 61 07X, R 125, va El
0030 6c 75 65 SF 4c 69 Ge 65 Sf 53 77 69 74 63 68 Oc  lue_Line _switch,
Sofo 3 45 45 20 2 o) a0 ok g 0 a8 dd 30 a8 sl Temey Doweeer -
@ | File: "C:\Users\userl\AppData\Local Temp\wi | Packets: 135 Displayed: 135 Marked: 0 Dropped: 0 Profile: Defautt
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C4- Description how to configure the Internet access of a PC viaa 3G
Router
This description applies to the Weidmuller Industrial Router IE-SR-2GT-UMTS/3G

Illustration of the application scenario

IP: 192.168.1.99 3G connection << >>
Subnet: 255.255.255.0 parameters pr_OVIded by
Standard gateway: 192.168.1.110 3G provider 3G Router

Preferred DNS-Server: 192.168.1.110

PC Switch
IP LAN-Port: 192.168.1.110 / 255.255.255.0

Default gateway: can be left blank for 3G Internet access

Note: If the 3G connection is online then the default gateway

Weidmiiller 3£

automatically is set to 3G provider. As long as the Router is connected
to the Internet a manually configured default gateway will be not used.

Starting situation

= The Router has inserted a SIM card of your local Internet provider (slot labeled 3G at rear side of the Router).

= The Router is set to factory default configuration and connected to the PC via Router’s LAN port ( IP address
192.168.1.110).

C4.1 Connect the Configuration-PC to Router’s LAN port
- Use autonegotiation on the Ethernet Interface of the PC

C4.2 Change the IP address of the PC to one out of the range 192.168.1.0

IrIntemet Protoccl Version 4 (TCP/IPv4) Properties M1
>eg.  IPaddress 192.168.1.88 oo | -
Subnet mask 255.255.255.0 ‘You can get IP settings assigned automatically if your network supports
Standardgateway 192.168.1.110 For e approprate P stng, o e sdmnster
Preferred DNS-Server 192.168.1.110 © Obtain 2n IP address automatically

(Do not forget to enter the Router IP address ||~ © Use the following P address:

as preferred DNS-Server, otherwise you ' [P address: 192.188 . 1 .88
cannot access Web pages by DNS name, | Subnet mask: 255 . 255,255 . 0
Router is acting as DNS forwarder) Default gateway: 192.168 . 1 . 110

Obtain DNS server address automatically

(@ Use the following DNS server addresses:

Preferred DNS server: 192 . 168 . 1 . 110
Alternate DNS server:
[ validate settings upon exit

[ OK ] [ Cancel

)

A

Figure C1: IP settings of PC’s LAN interface
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C4.3 Start a Web browser and login into the Router Web interface (http://192.168.1.110)

User: admin

Password: Detmold

|E-SR-2GT-LAN
< Diagnostics System data System state
System State System name: [E-SR-2GT-LAN-AX00730892 Date & time: Saturday, 08 Jan 2000, 04:31(Europe/Berlin)
Eventlog Device type: [E-SR-2GT-LAN Uptime:; 04:31:56 up 0 min, load average: 0.23, 0.06, 0.01
A Seriabllo AX00730892 OpenVPN sessions: Masters: active 0, listening 0, Clients: 0
Lan
Firmware version: 22.3 (Buid 51038) Psec tunnels: 0
Ping test
MAC-Address WAN 00:ASTEFE00:01
Remote capture.
MAC-Address LAN 00:ASTEFE00:00 System usage
! Configuration Device mode: IP router Flash =
b system Memary 21%
P information cPu 2a%
ver=mE | Network statistic Interface state
Iterface: WA Interface  State IPHetmask IP Assignment DHCP Server
WA Receive s AN enabled  192.168.2.110 4 255.255.255.0 static disabled
e
g LAN enabled  192.168.1.110 4 255.255.255.0 static disabled
i
WAN Transmit b
e
s
i
Latest five messages
Eventlog
Jan 8 04:31:43 E-SA-2GT-LAN-AX00730892 system: E-SR-2GT-LAN 2.2.3 SVN-RE199.8-61039, system ready!
Jan 8 04:31:40 E-SR-2GT-LAN-AX00730692 statusd: inserted card cannot be read!
Jan B 04:31:36 E-SR-2GT-LAN-AX00730892 adsdpd: Starting dasmon for ethemet connections
Quicklinks: Securelow! Reload

Figure C2: Login page of the Router (equivalent with menu Diagnostics = System State)

C4.4 Configure the 3G connection
» Select menu Configuration - IP configuration
» Configure the 3G connection according to the data provided by Internet provider (normally PIN and APN)

Note: In many cases you don’t need to fill values into fields ,username® and ,password". If your provider does not use ,username*
and ,password” please leave them blank.

You don't have to configure a Default gateway because the default gateway automatically is set to 3G provider if the 3G connection
is online. As long as the Router is connected to the Internet (Status = online) a manually configured default gateway will be not used.

IE-SR20T-UMTSO0 m
¥ Disgnostics.
 Contaunnen 1P configuration
IF configuration
Sacsrationt Operational mode: TP i ol
Facken fitar
Cut & Al
B General settings WAN:
P Access control
Fyre— 1F assignment: siabc =@
B VEN 1F address: 152 168.2 110
¥ Seevicas Subnet mask: 255 255 255 0
B Priesitization NAT (Masguerading): @
 Sysiom LAN:
¥ Infarmation :
1F assignment: slatic =®
B | 1p address: 152 1681110
Subnat masic: 255 256,255 0
HAT [Masquerading): @
L
Dialmode: [pemmanent (=] @
FIN: 6403 0]
Provider APN; [cda vodatane de @
Usemame: [miGE101EEmdex de @ . . .
fSo— | Screenshot displaying a configured 3G
DS via 36: 5@ g
NAT (Masquerading): F® con neCtI on
Gateway wa 3G: F®
Default gateway:
TP address: I (6]
Apty settings Resel changes

Figure C3: Screenshot of menu IP configuration
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» Click button “Apply settings” to activate the new settings.

Now the Router tries to connect to the Internet. Please wait some seconds.

C4.5 Evaluating a successful Internet connection

» Select menu Diagnostics > Event

The event log displays the result of initiating the 3G Internet connection.

Siov B v am v Setev Sghehetv Bt @

IE-SA-20T-UMTEG0 W _ Confiquratk

1523681110/ priv/ priv.php e LOGVIE £+ 20 x| @.esnasrumisacnn.

=== |

H_]

= Disgnustics
System State
Eventing
]
LN
30
Fing tast
Reemale capurs
¥ Contiguratica
¥ System
¥ Infarmation

Unar: wimin B

Figure C4: Screenshot of event log

» Select menu Diagnostics > 3G

defaulzing to 10.64.84.68

i "web interface'

This menu shows the current status of the 3G connection.

e- | & hirp 1920881000/ privi priv.phpfids LMTSSTA

v B v s v Seftev Sghehetv Bqrsv @

IE-SR-IGT-UMTSAG bl _

£~ 20K | @.Eshaer.umMTsacn.

* Diagnostics
Sysiam Stae
Eventis)

3G state
State: onling

36 Registration state: Registered ta hame network (B

Fing tast ictive netwark provider:  “Vodafone,de”

FRemota cagtura signal quality: il &3 dem
¥ Conliguraion Network made: 3G [WEDMA)
¥ System
¥ Intormation
1P Infarmation:
i | Lot P 172.20.109.0
Remote [P; 10.64.64.65
PPP statistics: (3}
L] PACK VICOMP VIUNC VIERR
|47 3 a [ 0

OUT  PACK  VICOMP VIUNC NON-V]
ECTEI ] L] o 2

Feload Disconnect

Figure C5: Screenshot of status of 3G connection

Important note:

If the Router is connected to the Internet then the Web interface is
displaying IP addresses (Local IP and Remote IP) which have been
assigned dynamically by the Internet provider. If you use standard
SIM cards (with Internet flatrate) like typically used in smart phones
then no one of these diplayed IP addresses can be used to access
the Router from the Internet (e.g. by ping). The reason is that mo-
bile Internet provider by standard use NAT (Network address trans-
lation) between their own “mobile” Internet and the “public” Internet.
The result is that the assigned IP addresses are internal provider
IP’s and not visible/accessible by “public” Internet.

Conclusion: Only outgoing Internet connections are allowed from
the Router if you use standard SIM cards (like typical used in smart
phones).

If the 3G-Router needs to be accessed from the Internet (eg.
beeing a VPN server) then you have to use a SIM Card which
explicitly is assigned with a static and public accessible IP address
by the provider (eg. m2m SIM cards for machine-to-machine com-
munication). Please clarify with your local mobile providers what
they are offering regarding data SIM cards with a static and public
accessible IP address.

Web page by the connected PC.

If the Router successfully is connected to the Internet (online) you now can try to open any Internet
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